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B i k=2 HM3300 HM3500

No TerminalType ZC100-FACE HZ100-FACE

More...

WA http IRE 4, HE )AL post i5K|

11



device http API

12



21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

device http API
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device http API

61 GetAttendancelLogPhoto ! !
62 GetlLogSetting N N,
63 SetLogSetting N, N,
64 AccessStatus v N
65 GetAccessSetting N N,
66 SetAccessSetting N N,
67 GetAccesslList V v
68 | SetAccessList V v
69 RemoteOpen N N,
70 | GetPassIDcardNo ~ ~
71 SetPassIDcardNo V V
72 GetStoreStatus V V
73 | GetDevicelnfo ~ ~
74 Logolmage N N,
75 CheckPhoto I V
76 ! !
77 ! !
78 ! !
WEEA HTTP B Pim, POST 1E3K4 EAIA http BRSS2% (H3 SetRemoteHttpServer i &
ApiResponseFile N, N
Timelog N, N,




device http API

3 AdminLog

TimeLogFail

O N R S

a TimelogFail --*
5 TimelLogCertificateCard
6

ReceiveDepartmentCount N,

ST A ZIHRECR A 35t TerminalType 468U, W08 5 GRS HE NRITEAL, -Fp ISCHRAL, -FACE (W3RN

hy BRIERHIR B

Error: 2R E 7518 KB 5 RN R, REIZ[EE

Device Response

16
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"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetAllUserID",
"result":"OK",

"code":1

<Actid>: <Actid>% F<Ccid>

<TerminalType>: MLARIRAY, HRAE LT B AW 2 15 S Fr itk APl
<HardwareVer>: fififfV-&

<TerminallD>: #l5

<DeviceSerialNo>: HL#5ME— 7515

<Version>: [&] {4 fi A

<Action_ext>: HFRIEIERIME

<Response>: H.#2 (A2 15K M{H

<Result>:

Format Error: KIEH XML #& AT AR, 1% WEER.
Unkonw Command: &% H<request>fiy &S HF .
Parameter Error: KL SHE R .
<Code>.EH1RHI5#5

1: 851X

2:ZH

3:IFRL TR

a: 11 |54 X

5: 15K URL 1501501

l,

AR E\.'fl’i API

N

17




device http API

GetAllUserlD: FKEUFFBRAARIS

Server Request

{

"request":"GetAllUserID",
"ccid" : ll2ll,
"time":"2013-4-11-T11:28:54z",

"action_ext":"show"

<Request>: GetAllUserlD, FEFTHR - LS.

<Ccid>: £=iEA/KS, long BY. w] Hn—30.

<Time>: JRZ5A5IHA], BA&WEIL R, [F2ERIPLEE .

<Action_ext>: 1T A&, =IRSGHEATHE SE, sy Rk 42
T8, IEA show, HAESAIREIFEN show, ARSS5HE AT LAAIET L
B R E X s R A A 4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"GetAllUserID",
"userID":"1,2,4,5",
"result":"OK"

<Actid>: <Actid>%Z%T-<Ccid>

<TerminalType>: LAY, AR 2 B AT A2 753 S 4L API
<HardwareVer>: f#iffF&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME—F %15

<Version>: [&]{FhfiA

<Action_ext>: H#ZFRIE1ERIME

<Response>: FL#%[A] 8 15K I{E

<UserlD>: 1.5, IE#AY, YLEFTA MBI 0. FIH, .
<Result>: OK/Fail, 45 5
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device http API

GetUserAllinfo: SXBRENTEMBER

Server Request

{

}

"request":"GetUserAllInfo",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show",

"userID":"1"

<Request>: GetUserAllinfo, FREUFEAN TS5 A 402 MM S

<Ccid>: £1HI/KS, long B, BHhn—Ehn.

<Time>: JRS5A5ITA], BA&WEIL R, [F2ERIPLEE .

<Action_ext>: 1T A&, mIRFSAEATHE SE, s hm TRk 42
T 8RR, WEA show, HABEREIRIEA show, RS # AT LUK
B R E X s R A A 4 .

<UserlD>: T1.%5, 1E#H,

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"GetUserAllInfo",
"userID":"1",

"name": " =",
"privilege":"User",
"depart":"0",

"nameList":"0",
"enabled":"Yes",

"useUserAccess":"Yes",

<Actid>: <Actid>%% T<Ccid>

<TerminalType>: MLARIEAY, HRARE L7 BT 2 15 SRRt AP
<HardwareVer>: f§iffF&

<TerminallD>: #l5

<DeviceSerialNo>: ML 2sME— £ %15

<Version>: [&]{FhfiA

<Action_ext>: H#ZFRIE1ERIME

<Response>: FL#%[A] 8 15K I{E

<UserID>: T.%, IE#E,

<Name></Name>: %47, W,

<Privilege>: User, Register, Manager, Administrator. %M/ 125 .
<Depart>: BEHLFFFH . ZH P&, &H.

<Namelist>: BENLFFFE, 0=HA M. ZHF g4 .

<Enabled>: Yes/No. ZH /& B EfEH .

<UseUserAccess> - Yes/No, Yes I 1IE(E/HTTNA I T2 R IFTHHIY,
<StartDate>: “Y<Enabled>=Yes v}, fEIH4HHBAEA T LHTT, HUIA

19




device http API

"startDate":"2000-01-01",
"endDate":"2020-12-31",

"timeGroup":"08:00-12:00,14:00-18:00,19:00-22:00"

"week'":'"Mon, Tues,Wed, Thur,Fri",
"allowPassCount":"1",
"card":"0",
"pWD":"0",
"fingersData": {
"finger": [
"Data",
"Data",
"Data"
1,
"@fingers":"10"
1y
"faceData":"Data",

"result":"OK"

4

AIFFIT. SEAZEE, TRACHEE R H I RTEE 25

<EndDate>: “%<Enabled>=Yes W}, 7EULZEH HIAFIA AT LLIFIT, BUA
AT HEAZE, WA GG H A #E 25.

<TimeGroup>: 4 311 JH] B¢, F237" fg 7

<Week>. F/ 7595 45247 Sun/Mon/Tues/Wed/Thur/Fri/Sat
<AllowPassCount>. 7 tFHIBFT K. Ta#HT 4 TR 7. EH K &= B0
5.

/ o 3k ok ok ok ok ok ok 5k K 5k ok ok ok ok K ok 5k K ok ok ok k

TR E B F-

[EZ: <Enabled>=Yes, <StartDate>=2018-01-01; <EndDate>=2018-12-31;
<StartTime>=08:00-12.00.14.00-18:00, <Week>=Mon,Fri; <AllowPassCount>
=2

FBA B RXHTHIAT B EE -
20180101 # 20181231 HAFEIA, HHZZH— Z7 7, HHZ 0800-12.
00 #1 14:00-18: 00 Zfjg]A], T BEBIKIRHFIT. ZHE/REREEAIT2 K

HIRAT B HEE AR E, T BT TZAIE S B IR, SR EHFTo

/ o % ok ok ok ok ok ok 5k K K ok ok 5k ok K ok ok K ok ok ok Kk

<Card>: 5, W3, 0 BH TENARIEM.

<PWD>: #Hi4, BISC, 0 BE TAENRIEM .

<FingersData Fingers="10">: Fingers [ME/& 417 H 7 ) CyEM RS, &R
£ 10 M.

<Finger id="1">: ZE—MIRLHIE I </-- 4900 /"7, 996 Byte -->
<FaceData>: AM¥dE</-- 4900 7%, 4000Byte -->

<Result>: OK/Fail, &5 %
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GetUserSampleinfo: BB ETLSHEERER

Server Request

{

"request":"GetUserSampleInfo",
"ecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"userCounts":"6",

"userID":"1,6,13,53-55"

<Request>: GetUserSamplelnfo, FRHUTEE UserlD a7 EyEMHE B o
<Ccid>: £1EM/K S, long B, B N—100.

<Time>: JRZGA5ITA], BA&WEILI R, [F2ERIPLEE .

<Action_ext>: 1T NFRE, =IRS# ] HE ILE, bz TR UiE 42
T 87w, IEA show, HAESAIREIFIEN show, ARSS5HE AT LAAIET L
B R E X s R AT 4

<UserCounts>: 15K F4E .

<UserlD>: L5, IE¥A, UserCounts L5, HVIiE50M. WH2iE
SERN T 5 2 [ “-7 . RET 5RO CEFM, ROeAEERE .,

Device Response

{

"actid":"2",
"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetUserSampleInfo",
"userSampleInfo": {

"info": [

{

<Actid>: <Actid>%§F-<Ccid>

<TerminalType>: LAY, ARYE b B AW 2 15 S HE 4L AP
<HardwareVer>: {4 V5

<TerminallD>: #l5

<DeviceSerialNo>: HL#FME— 7515

<Version>: [ {FhA

<Action_ext>: E#z [R5 KR MIME

<Response>: H 2[RI iR {E

<UserSamplelnfo UserCounts="2"> : UserCounts H{E /& B SZiR [A] ) 5 &,
R E R 2 RIEXAME, (HEERN LSERESETREM, WAF
ELR [EZH
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device http API

}y

1,

"userID":"1",
"name":"k=",
"privilege":"User",
"depart":"0",
"card":"9499024",
"PWD":"1",
"fingers":"2",

" facen :"Yes"

"userID":"2",
"name":"",
"privilege":"User",
"depart":"0",
"card":"0",
"PWD":"0",
"fingers":"2",

n facen :"No"

"userCounts":"2"

"result":"OK"

UserlD="1": 1.5,

Name="5k —": 44,

Privilege="User": LR ZZ 5.

Depart="0": 0~~19, #B[] (£ H)
Card="9499024": K5,

PWD="1" : %5,
Fingers="2" : CFEMBITRSEE .
Face="Yes": Yes/No, =& &M T AN
<Result>: OK/Fail, %55
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SetUserSampleinfo: &EWPoHETSHEEER

Server Request

{

"request":"SetUserSampleInfo",

"Ccid" : ||2|| ,

"time":"2013-4-11-T11:28:54Z",

"action_ext":"show/xx",

"userSampleInfo": {

"info": [

{

"userID":"1",
"name":"K=",
"privilege":"User",
"depart":"0",
"card":"9499024",
"PWD":"1",
"fingers":"2",

"face":"Yes"

"userID":"6",
"name" :"",
"privilege":"User",
"depart":"0",
"card":"0",

"PWD" : ”O”,

<Request>: SetUserSamplelnfo, % & 157 UserlD 1 EyEME R o

<Ccid>: £1EM/K S, long B, B N—1400.

<Time>: JRS5A5MTA], BA&WEIL R, [F2PRIPLEE E.

<Action_ext>: 1T NFRE, =R HE ILE, bz TR MiE 42
T 8RR, WEA show, HABEREIRIEA show, RS # AT LUK
B R E X s R A A 4 .
<UserSamplelnfo UserCounts="2"> : UserCounts /&K N K HIE =

<Info > /] [+
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" fingers n : " 2 " ,

" face" : HNOH

1

"userCounts":"2"

}

Device Response

{ <Actid>: <Actid>%5T<Ccid>
"actid":"2", <TerminalType>: HLEEEAY, HRIE 7 ECHIM & 5 SR Lk AP
"terminalType":"PFS100", <HardwareVer>: ff{-F &
"hardwareVer":"4900", <TerminallD>: L5
"terminalID":"1", <DeviceSerialNo>: HlasME—F %15
"deviceSerialNo":"wb2018042801", <Version>: [ Ax
"version":"ZD4900 v2.0.180308", <Action_ext>: H#ZFRIE1ERIME
"action_ ext":"show/xx", <Response>: HZR S iERME
"response": "SetUserSampleInfo", <SetUserlD UserCounts="2">: JikL)iZ & /91 /"%, A1 5
"setUserID":"1,6", <Result>: OK/Fail, %

"result":"OK"

GetUserData: FKEUEMEEISHIER

Server Request

24
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"request":'"GetUserData",
"ccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"userID":"1"

}

<Request>: GetUserData, FRHUFEE UserlD VEME S .

<Ccid>: 21EM/KS, long B, Hhn—hn.

<Time>: RSG#SITIE], WAV ], [FP RN E.

<Action_ext>: 1T AMrE, ZIRSHTEE SUE, nzny MRS 2
T8, IEA show, HAESAIREBIFEN show, ARS5HE AT LAt
B R E X s R A A 4

<UserID>: T.%5, IE#EAY,

Device Response

{
"actid":"2",
"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetUserData",
"userID":"1",
"userSN":"44010120001231984X",
"name":"",
"privilege":"User",
"depart":"0",
"nameList":"0",
"enabled":"Yes",
"useUserAccess'":'"Yes",
"StartDate":"2000-01-01",
"EndDate":"2020-12-31",
"TimeGroup":"08:00-12:00,14:00-18:00,19:00-22:00",

"Week" : "Mon, Tues ,Wed, Thur ,Fri",

<Actid>: <Actid>%%T<Ccid>

<TerminalType>: HL#REAY, MR I BOHIWT 2 5 S 5L AP
<HardwareVer>: {14

<TerminallD>: #l5

<DeviceSerialNo>: AL&FME— 7515

<Version>: [&] {4 A

<Action_ext>: ELHZ [ 1K IME

<Response>: H 2[RI iR {E

<UserID>: T.%5, IE#EAY,

<UserSN>: HHA RS, AN T2 string M B IE 565
<Name></Name>: &%, WL,

<Privilege>: User, Register, Manager, Administrator. %/ HIZ .
<Depart>: 0719. ZH &I T,

<Namelist>: 0719. ZH @4 R (L 5928 “F&Hi&EH)
<Enabled>: Yes/No. %M /2 HBHEEfHF .

<UseUserAccess> - Yes/No, Yes [T IR L/ TN I TZEF BRITTHENY,
<StartDate>: >4<Enabled>=Yes I, 7ELLTFUGHMEA T UIFTT, &HA
AT SHEAEEE, WA NS IR H BAATHE 2.

<EndDate>: *4<Enabled>=Yes I}, 7EILZE R HIMHRA 2T CATFIT, HUA
AT SHEAEEE, WA NTFGE H A #E 25.
<TimeGroup>: G 3HT [HEE, 9637 fg 7
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"AllowPassCount":"1",
"card":"9499024",
"pWD":"1",
"fingers":"2",
"faceEnrolled":"Yes",
"facePhotoUrl":"
"result":"OK"

<Week>. F/ 7595 4524 Sun/Mon/Tues/Wed/Thur/Fri/Sat
<AllowPassCount>: 7 1FHIIETT K #. 714001 9 FIR#. Bt 1R &= E5M

A/***********************

T IR EEBF.

FE#I: <Enabled>=Yes, <StartDate>=2018-01-01, <EndDate>=2018-12-31,
<StartTime>=08:00-12.00.14.00-18:00, <Week>=Mon,Fri; <AllowPassCount>
=2

FBA B ZHTHIAT [E]E EZE -
20180101 # 20181231 HAFEIA], HHZZH— Z7 7, HHZ 0800-12.
00 #1 14:00-18: 00 ZFjE|A], T EEBIKIRAIT. L EiR&EREAIT 2 X

WA e HE AR RE, THET TZHIES B IXIR, SRIEEFEHT
/ K ok kK ok 5k K ok ok koK ok K ok ok ok Kk ok ok koK kK

<Card>: %5, B, 08 ETEANRTM.

<PWD>: %4, IS, 0 Bi#& SMEHNAREM.

<Fingers>: “4HiFH F I CIFEMBSCE, KA 10 4.
<FaceEnrolled>: Yes/No, =7 C&EM T AN,
<FacePhotoUrl>. 1%/ HIN f5 B B Hidf

<Result>: OK/Fail, 5%
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SetUserData: #{EieEISHARER

Server Request

{

"request":'"SetUserData",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"userID":"1",

"type":"Set",

"name":"/23..",
"userSN":"44010120001231984Xx",
"privilege":"User",
"depart":"0",

"nameList":"0",
"enabled":'"Yes",
"useUserAccess":"Yes",
"startDate":"2000-01-01",
"endDate":"2020-12-31",
"timeGroup":"08:00-12:00,14:00-18:00,19:00-22

"week" : "Mon, Tues,Wed, Thur,Fri",

:00",

<Request>: SetUserData, #{E+EE UserlD [yEME S .

<Ccid>: £1EM/K S, long B, B N—1400.

<Time>: JRS5A5ITA], BA&WEIL A, [F2ERIPLEE E.

<Action_ext>: 1T RFrE, =S TTHE HE, Hinsim N RS 2
T ER, EAN show, A EAIREIRIMEN show, Hk5sE AT LLAI W
B RA E X s R A A 4

<UserID>: T.%5, IE#EAY,

<Type>: Set/Delete/Edit, Set, 5%ii 7B, NARXTERR FREAAK.
WA BAER) , T ERSTER; Bdit, ITRARERENFE, HAMATHR
AMEK, RFFFEE; Delete, MIBRIZAF -

<Name></Name>: &%, WA,

<UserSN>: HHFSES SIS string M B ik 505, A G 0iuEghe
HIE{EH 20, GetldantifyCard/SetldantifyCard

<Privilege>: User, Register, Manager, Administrator. 1%H /7 1245,
<Depart>: 0°19. iZH @RI,

<Namelist>: 0719. ZH @4 (L 5928 “F&Hi&EH)

<Enabled>: Yes/No. iZF )| =R fE.

<UseUserAccess> - Yes/No, Yes /I IR LEIT NN ' T2E4 BRIFT A,
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"allowPassCount":"1",
"card":"543453",
"pWD":"012345",
"facePhotoUrl":"

<StartDate>: “4<Enabled>=Yes i, TEHIT46HBEARATUFFTT, HUA
AT ME AR, WA EE R H B ATEA AL

<EndDate>: *Y<Enabled>=Yes H}, 7EILZE R H#RIA AT AT, BWA
AT SHE AR, WA ITIE H S #A R
<TimeGroup>: 7 X B¢, B2 g Ho

<Week>. F/ 7595 4524 Sun/Mon/Tues/Wed/Thur/Fri/Sat
<AllowPassCount>. 7 IFHIETTAE . T1Z0HT 9 T IR#. @BH 1R E=EzH
&

/ o 3k ok o ok ok ok ok 5k K 5k ok ok 5k ok K ok 5k K ok ok ok k

H TR EBIF.

[ <Enabled>=Yes; <StartDate>=2018-01-01; <EndDate>=2018-12-31;
<StartTime>=08:00-12:00,14.00-18:00, <Week>=Mon,Fri; <AllowPassCount>
=2

FBA B RXHTHIAT B EE -
20180101 # 20181231 HEjEIK, HHAEZZH— 28 #, HHAZ 08:00-12:
00 #1 14:00-18: 00 Zfjg]A], T BEBIKIRHIT. ZHE/REREEHT2 K

HIRAT B FEE AR E, T BT TZARIE S FIXER, SR ZHFTo
/ 5k ok ok ok ok ok ok K ok ok ok K ok K kK KK KK KKK

<Card>: 5, B, 0EHTEHARENM.

<PWD>: %4, BISC, 0 BE TAENRIEM .

<FacePhotoUrl>. 1Z/HEIN fg B A dif .

Device Response

{

"actid" : |l2 n ,
"terminalType" :"PFS100"

"hardwareVer" :"4900",

4

<Actid>: <Actid>% T <Ccid>

<TerminalType>: HL&$RMY, MRE 7B 2 75 SRR LE AP
<HardwareVer>: fifif}*F-&

<TerminallD>: #l5

28



http://download.abc.com/susn.jpg

device http API

"terminalID":"1", <DeviceSerialNo>: HlsME— 7 %15

"deviceSerialNo":"wb2018042801", <Version>: [ {FhAs

"version":"ZD4900 v2.0.180308", <Action_ext>: FL#2[| &1 K IME

"action_ext":"show/xx", <Response>: H#z[RI & iR I{H

"response":"SetUserData", <UserID>: %5, IE#EAY,

"userID":"1", <UserSN>: H P 7415, KIS, string 24,

"userSN":"45F", <Type>: Set/Delete/Edit, [F]iGKFE41H-

"type":"Set", <Result>: OK/No UserlD/Card Duplicate/Fail, Z5%. 4 delete Itf, MHFREAH

"result":"OK" I IS, 28] No UserlD; edit Bi# set I, 5 C&e#yEMt 17, WA
Card Duplicate
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GetUserPassword: 3£BUEERRHE

Server Request

{

"request":"GetUserPassword",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",

"userID":"1"

<Request>: GetUserPassword, FFHU$57E UserlD HZ 05,

<Ccid>: 21K S, long B, HIn—34 0.

<Time>: JRS5EEMHA], &AW E, 2P RPLEE E.

<Action_ext>: 1T RFRE, =MRSHTTHE X IE, insm N R4 2
T E7x, AN show, MBABAIREIFMEN show, R AT LKW
B RA s X H s R A A4

<UserlD>: .5, IE#EA,

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response": "GetUserPassword",
"userID":"1",

"password":"4",

"result":"OK"

<Actid>: <Actid>%§ F-<Ccid>
<TerminalType>: HLAFZEAY, ARFE T B AW 2 15 S HFFFELL AP
<HardwareVer>: f#if} &
<TerminallD>: #l%5
<DeviceSerialNo>: HL#sME— 7415
<Version>: [ {fhix A
<Action_ext>: E4Z IR 1K IIME
<Response>: HEL 2[RI iR IME
<UserlD>: %5, IEHEAL,
<Password>: #M5, B3,
<Result>: OK/Fail, Z5%3
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GetUserCardNo: 3#BUEERAFRFS

Server Request

{

}

"request":"GetUserCardNo",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",

"userID":"1"

<Request>: GetUserCardNo, 3KHUHEE UserlD K5

<Ccid>: &1EMI/K S, long . BHN—3m.

<Time>: JRS5ERMTIA], &AW E, 2P RPLEE .

<Action_ext>: 1T NFRE, =MRFATHE X IE, insm N R4S 2
T E7x, AN show, MBABAIREIFMEN show, R AT LKW
B RA s X H s R A A4

<UserlD>: .5, IE#EA,

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetUserCardNo",
"userID":"1",

"cardNo":"0",

"result":"OK"

<Actid>: <Actid>%§ F-<Ccid>
<TerminalType>: HLAFSEAY, ARYE T B AW 2 15 S HFFFELL AP
<HardwareVer>: T{fF-&
<TerminallD>: #l%5
<DeviceSerialNo>: HL#¥ME— 7415
<Version>: [ {Fhix A
<Action_ext>: E4Z IR 1R IIME
<Response>: EL#Z[RI & i K {H
<UserlD>: %5, IEHEAL,
<CardNo>: R'5, B3,

<Result>: OK/Fail, Z53
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GetUserPhoto: FFEUEE R PEFM L&

Server Request

{

"request":"GetUserPhoto",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",

"userID":"1"

<Request>: GetUserPhoto, FHUHEE UserlD HIvF M k1% .

<Ccid>: &1EMI/K S, long . BHN—3m.

<Time>: JRS5EMTA], WA E, 2P RPLEE E.

<Action_ext>: 1T NFRE, =BT HE X IE, insm N RS 2
T E7x, AN show, MBABAIREIFMEN show, R AT LKW
B RA s X H s R A A4

<UserlD>: .5, IE#EA,

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetUserPhoto",
"userID":"1",
"photoData":"Photo data",
"result":"OK"

<Actid>: <Actid>Z%T-<Ccid>
<TerminalType>: AL#52EAY, AR G 7 B I W& 75 SR R4 AP
<HardwareVer>: f{fF &
<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515
<Version>: [l {FRA

<Action_ext>: H.#%[FE 15K ME
<Response>: EL &[0 iR E
<UserlD>: %5, IE#EM,
<PhotoData>: ¥ /k14 base64 F-4F i o
<Result>: OK/Fail, %%
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SetUserPhoto: & EiEERFPHLE

Server Request

{

"request":"SetUserPhoto",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"userID":"1",
"photoSize":"5543",
"photoData":"Photo data"

<Request>: SetUserPhoto, KI5 UserlD [VEM K&, WG maE
MK -

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EEMHIAE], BAWHIE, [F2PRPLEE .

<Action_ext>: 1T NFrE, =MRFATTHE X IE, insm N R ITE4 2
T R7x, AN show, MBABAIREIFMEN show, R AT LKW
B RA 5 X H S R A A4

<UserlD>: .5, IEHEA,

<PhotoSize>: RAZIIR/NKSE

<PhotoData>: <14 %4, base64

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetUserPhoto",
"userID":"1",

"result":"OK",
"alreadyEnrolled":"9"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: HLEFZEAY, ARFE 2 B AW A2 75 S R LE AP
<HardwareVer>: fifif4F-&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515

<Version>: [El{FhiA

<Action_ext>: H£ R 15K IIME

<Response>: EL &[0 iR E

<UserlD>: %5, IE#EM,

<AlreadyEnrolled>: $1Z 2Ly EM AT 1 1D 4Z 55Kk .

<Result>: OK/NoFace/FaceAlreadyEnrolled/Fail

NoFace: F &M AR BN, 8 A/, sSER A mEA .
FaceAlreadyEnrolled: T & 1 #8 fr &4 Y N EM G, #FEM A R T57E
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<AlreadyEnrolled>FE& .

GetFaceData: ZIKEUEERAPHIARER

Server Request

{

}

"request":'"GetFaceData",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z7Z",
"action_ext":"show/xx",

"userID":"1"

<Request>: GetFaceData, 15 & 15 E UserlD ) EANEM Ao

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EMTIA], &AWL E, F2PRPLEE .

<Action_ext>: 1T NFRE, =MRFATTHE X IE, insm N R4 2
T R7x, AN show, MBABAIREIFMEN show, R AT LKW
B R A 5 X H S R A A 4

<UserlD>: .5, IE#EA,

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetFaceData",
"userID":"1",
"faceEnrolled":"Yes/No",
"faceData":"sss",

"result":"OK"

<Actid>: <Actid>Z%T-<Ccid>

<TerminalType>: AL#SAY, AR G 7 B I W& 75 SR AL AP
<HardwareVer>: f{fF &

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515

<Version>: [l {FRA

<Action_ext>: HE.#%[F 15K ME

<Response>: EL#Z[A & iR E

<UserlD>: %5, IE#EM,

<FaceEnrolled>: Yes/No, s&iEM ARG
<FaceData>: WIRVEM 7 AN, WEMAKAE S
<Result>: OK/Fail, %55,

34




device http API

SetFaceData: ¥EIEERAFHNAR

Server Request

{

}

"request":'"SetFaceData",
"cecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"userID":"1",
"duplicationCheck":"Yes",

"faceData":"Template data in base64

encoding"”

<Request>: SetFaceData, 1 & 15 7E UserlD HIHANEM A

<Ccid>: &1EMI/K S, long . BHN—3m.

<Time>: JRS5EEMHA], &AW E, 2P RPLEE E.

<Action_ext>: 17 NFrE, =MRFATHE X IE, insm N R4 2
T E7x, AN show, MBABAIREIFMEN show, R AT LKW
B RA s X H s R A A4

<UserlD>: .5, IE#EA,

<DuplicationCheck>: Yes/No, & 75 Ebxt s &ZiEM .

<FaceData>: AWM 5. HI oM ER

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetFaceData",
"userID":"1",

"action":"Update",

"result":"OK"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: HLAFSEAY, ARYE T B AW 2 15 S HFFELL AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sME— 7415

<Version>: [&{FRA

<Action_ext>: HEHZ[FIRIERIIME

<Response>: HL#Z[RI iR IME

<UserlD>: %5, IE#EAL,

<Action>: Update/Delete, Update & {55, delete &M [x
<Result>: OK/Duplicate/Fail, Z5% . 2k N & AN ESZE, R[A] Duplicate
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GetUserQRCode: KBV PHI—455

Server Request

{

"request":"GetUserQRCode",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",

"userID":"1"

<Request>: GetUserQRCode, 3KHU#EE UserlD 1] 4,

<Ccid>: &1ERI/K S, long . B N—3m.

<Time>: JRS5ERMHIA], &AW E, 2P RPLEE .

<Action_ext>: 1T NbRE, =MRBSATTHE X IE, insm N R ITE 4 2
T R7x, AN show, MBABAIREIRMEN show, R AT LKW
(B RA s X H S R A A4

<UserlD>: .5, IE#EA,

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"SetFaceDataByPicture",
"userID":"1",

"gRCodeData":"skh shje55",
"result":"OK"

<Actid>: <Actid>Z%T-<Ccid>
<TerminalType>: AL#S2AY, AR G 7 B I & 75 SRR LE AP
<HardwareVer>: ffif-F&
<TerminallD>: #l5
<DeviceSerialNo>: HLEsME— 7515
<Version>: [l {FRiiA
<Action_ext>: H£ IR 15K IIME
<Response>: EL#Z A& iR E
<UserlD>: .5, IEEM,
<QRCodeData>: - #ERY A CHS, B S
<Result>: OK/Fail, %53,
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SetUserQRCode: i&E MR 4t

Server Request

{
"request":"SetUserQRCode",
"cecid":"2",
"time":"2013-4-11-T11:28:54Z7Z",
"action_ext":"show/xx",
"userID":"1",
"gRCodeSize":"10",
"gRCodeData":"skh shje55"

}

<Request>: SetUserQRCode, % & fi7E UserlD [ 40T,

<Ccid>: £1EM/KS, long B4, Hhn—Hhn.

<Time>: JRSGAITA], &AWEIIE, F2PRPLEE .

<Action_ext>: 1T Nbr&E, MRS HTTHE X HAE, insm N R TES 2
TR, AN show, IBAEAIREIRMEN show, R AT LKW
B RA s X H s R A4

<UserlD>: %5, IEHEAL,

<QRCodeSize>: —#EMGHIKE

<QRCodeData>: —Z4EhG A4 ChS, B 3

Device Response
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"actid":"2",
"terminalType":"PFS100",
"hardwareVer" :"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"SetUserQRCode",
"userID":"1",

"result":"OK"

<Actid>: <Actid>%§ T<Ccid>

<TerminalType>: AL#82AY, AR 67 B I W2 75 SRR LE AP
<HardwareVer>: &

<TerminallD>: #l%5

<DeviceSerialNo>: HL#SHE— 7515

<Version>: [l {4 fix A

<Action_ext>: H#2[RI R 15K {E

<Response>: H.#2 AR 15K I{EH

<UserlD>: .5, IE#EA,

<Result>: OK/Fail, %55,

RemoteEnroll: T2

Server Request
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"request":"RemoteEnroll",
"ccid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"userID":"1",
"backup" : "RemoteEnrollFP",

"fingerNo":"0"

<Request>: RemoteEnroll, ZFEVEM -

<Ccid>: £iE/KS, long B EIN—H400,

<Time>: JREGAEMIE], BAWB ], FEDRNEE E.

<Action_ext>: 17 NbrE, MRS HE HE, s N RES 2
AT %R, WEA show, IPABREIRERIMEN show, AR HT AL I
(B RA s X H s R A A4 .

<UserlD>: .5, IE#EA,

<Backup>: RemoteEnrollFace/RemoteEnrollFP/RemoteEnrollCard, 475 % ¥
LI FE R M NG, % F RemoteEnrollFace; 47 B W 4% iz 72 & ity it
fROU, ffTH RemoteEnrollFP; 475 B W 2% 16 142 i S 31t = v i, s
RemoteEnrollCard;

<FingerNo>: 0~9, *4<Backup>=RemoteEnrollFP [}, F5ZUb(E, 5@ iEMl
MBS

Device Response
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"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"RemoteEnroll",

"resultCode" : "Success"

<Actid>: <Actid>%§ T-<Ccid>

<TerminalType>: AL#82AY, AR 67 B AW 2 75 SR 4L AP
<HardwareVer>: -5

<TerminallD>: #l%5

<DeviceSerialNo>: HL#SHE— 7515

<Version>: [d] {4 A

<Action_ext>: H#2 [R5 R {E

<Response>: H#2 AR 15K I{EH

<ResultCode> : Success/ EnrolINumberError/ DatabaseFull/
FaceAlreadyEnrolled/  FPAlreadyEnrolled /  InvalidFingerNumber  /
CardAlreadyEnrolled / MenuProcessing / RemoteEnrollAlreadyStarted /
Unknown .

Success: A s AR M

EnroliNumberError: % A\ L. 514 1%

DatabaseFull: VEMAIAR AN T -

FaceAlreadyEnrolled: 1% L5 CL&iEM 1 ANk

FPAIreadyEnrolled : 1% 1.5 C&VEM RS0

InvalidFingerNumber: % AN¥84059% 5 5.

CardAlreadyEnrolled : % L5 C&FM 7 R5.

MenuProcessing: HL#s 24 il 75 2% 554 1]

RemoteEnrollAlreadyStarted: CL48H FF o A Ry 1 5

Unknown: %4 i RIS RE JE 3))
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ExitRemoteEnroll: 1R ETiE T

Server Request

{
"request":"ExitRemoteEnroll",
"ccid" : ll2ll ,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: ExitRemoteEnroll, 1B HimFEiEAM .

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EEMHA], &AW E, F2PRPLEE .

<Action_ext>: 1T RFRE, =R HE UE, iz TR ILTE 42
T E7R, AN show, HABEREIFMEN show, ARSS A AT LUHA/T
B RA s X H S R A A 4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"ExitRemoteEnroll",
"resultCode" : "SuccessExitRemoteEnroll/NotStartedRemo

teEnroll"

}

<Actid>: <Actid>Z% T -<Ccid>

<TerminalType>: AL#S2EAY, AR G 7 B I & 75 SRR LE AP
<HardwareVer>: fifif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[FE 15K HME

<Response>: EL#Z[A & iR E

<ResultCode>: SuccessExitRemoteEnroll/NotStartedRemoteEnroll.
SuccessExitRemoteEnroll: IR H o

NotStartedRemoteEnroll: A fELFEEM FPIRE
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TakeOffManager: EREER

Server Request

{

"request":"TakeOffManager",
"ccid" : ll2ll,
"time":"2013-4-11-T11:28:54z72",

"action_ext":"show/xx"

<Request>: TakeOffManager, J5RREHE .

<Ccid>: £1EM/K S, long B, B N—100.

<Time>: JRS5A5MTA], BA&WHILI R, [F2ERIPLEE E.

<Action_ext>: 1T RFRE, =R HE UE, iz TR UILTE 22
T 8RR, WEA show, HABEIREIFMEN show, ARks5#s AT LUK
B R E X s R A A 4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response':"TakeOffManager",

"result":"OK"

<Actid>: <Actid>%Z%T-<Ccid>

<TerminalType>: HL#FEAY, HRARE LT B AW 2 15 SRRttt APl
<HardwareVer>: f#iff-F&

<TerminallD>: #l5

<DeviceSerialNo>: ML 2sME— £ %15

<Version>: [ R4

<Action_ext>: H#ZFRIE1ERIME

<Response>: HFZ[RIE %R {E

<Result>: OK/Fail, %55,
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GetldantifyCard: JEEANFINESER

Server Request

{

}

"request":"GetIdantifyCard",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"userID":"440102199901013214"

<Request>: GetldantifyCard, SKRHUIEA S MIES(E B

<Ccid>: £=iHH/K S, long B, Bhn—1n.

<Time>: JRZ5A5IHA], BA&WELE, [F2ERIPLEE .

<Action_ext>: 1T A&, =IRSGHEATHE SE, s b TRk 42
AT 8RR, WEA show, HABEREIRIEA show, RS # AT LK
R E X s R A 4

<UserID>: Sk .

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetIdantifyCard",
"userID":"440102199901013214",
"name":"JK=",

"gender":"H",

; o
"nation": H{RH ,

<Actid>: <Actid>%§ F-<Ccid>
<TerminalType>: LAY, ARYE b B AW A2 15 S 7 HE 4L AP
<HardwareVer>: {5

<TerminallD>: #l5

<DeviceSerialNo>: ALAFME— 7415
<Version>: [ R4

<Action_ext>: E#z [ IEKRIIME
<Response>: HFZ[RI iR {E
<UserlD>: H k.

<Name>: %%

<Gender>: Y£4, B/%.

<Nation>: [RJ&.

<Birthday>: HAHI, #: 1999-01-01.
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"birthday":"1999-01-01",

"address":"xx & xx T xx X xx #7186 xx K xx 5",
"authority":"xx W xx X xx /",
"validDate":"2010.01.01-2020.01.01",
"photo":"Data",

"photoUrl":"

"fingersData":"Data",

"result":"OK"

<Address>: fEdik.

<Authority>: RN,

<ValidDate>: AR, #3(: 2010.01.01-2020.01.01.

<PhotoUrl>: E /8 F 1T 2tk o

<FingersData>: & 481 H 7 I CiEM G SR, T B 7R Z SRR BB 4L
a1 B IR A 2K

<Result>: OK/Fail, %5 5

SetldantifyCard: FTEENMARFUHESERENBFIRSD

Server Request

{
"request'":"SetIdantifyCard",
"eccid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"userID":"440102199901013214",
"name": " =",
"gender":"H",
"nation":"{{",
"birthday":"1999-01-01",

"address": "xx % XX Tﬁ xx X xx ﬁ‘f{lﬁ XX @ xx " ,

<Request>: SetldantifyCard, T XRFEMNAN RS HESHE B EIVBRFIRS .
ZRPRETT, BUR, RSN EE SetUserData SR TR, BN
REREMHH.

<Ccid>: £1HIM/KS, long . Bhn—in.

<Time>: JRS5ARITAE], WAWRII A, [F2PRIPLEE F.

<Action_ext>: 1T AbRE, MRS H 0T EE A, thinzig N R 42
MTRR, WEA show, IARLGREIMIEA show, HrSSH T LA KT
B R 1 I H 0 FH R AT 4

<UserlD>: G Mk .

<Name>: %%

<Gender>: TH5.
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"authority":"xx T xx X xx 2/F",

"validDate":"2010.01.01-2020.01.01",

"photo":"Data",
"photoUrl":"

"fingersData":"Data"

<Nation>: .

<Birthday>: A HIH, #:\: 1999-01-01.

<Address>: {Ed.

<Authority>: 2 KHLK.

<ValidDate>: AR, #3(: 2010.01.01-2020.01.01.

<PhotoUrl>: Ef 8 F 1T 2tk

<FingersData>: & 481 A7 1Y CEM e SC8HRE, B 7R ZSCFR BB &L
AR S AT EB A /. .

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response":"SetIdantifyCard",
"userID":"440102199901013214",
"result":"OK"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: HLAREAY, AR L7 B I W2 75 S Hr 52 AP
<HardwareVer>: ffiff &

<TerminallD>: #l5

<DeviceSerialNo>: HL#sME— 7415

<Version>: [&]{FhfiA

<Action_ext>: EL#% [0 1E5 K 1 H

<Response>: FL#%[A] 8 15K I{E

<UserlD>: G Mk .

<Result>: OK/ NoUserID /Fail, 45 5,

NoUserID: | & 1Z/H /" G (4 iF A 7/ 7 F7 1, 7 26417 SetUserData
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ApiRequestFileUrl: #XIESHGATE, HITHELE

Server Request

{
"request":"ApiRequestFileUrl",
"cecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",

"apiCount":"2102",

<Request>: Ap

iRequestFileUrl, 7 45 %% ] 15 v R I% 1 API U FIE A% . API SO R TH A2 4 8 B %

=R, BIFRE % APIIES, BERIRSS A& M2 X EELE, HHEL
HIE A B HEIE R 28

<Ccid>: £ iE¥i/KS, long #. .

<Time>: FRZSERMTIE], BEAWEBIBLITE, [F2ERHLE L.

<Action_ext>: T bRE, RS EH E SUIE, iz T4 H T 57, BEA show,

"fileUrl":" " TR BE&IR BB A show, RS54 T LA I (B KAl R S B8 FH SR AU 4,
} <ApiCount>: 1541 api #& .
<FileUrl>: 54 fHJ URL. 355 API: SetAccesslist, SetAccessSetting, SetDepartment, SetNamelist,
SetUserData.
SR S Vs il N5 € S s N
{
"SetAccessSetting":[{"content":"XML F54", "rid":"XML 8-S ME—Zm 5"},
"SetDepartment":[{ "content":" XML $54","rid":"576d55"},{"content":"", "rid":"c67101"}],
"SetNamelList":[{"content™:"XML 54", "rid":"f752c9"}, {"content":"","rid":"15af40"}],
"SetUserData":[{"content":"XML 54", "rid":"facee0"},{"content":"","rid":"58ff66"}]
}
content /& X HT R 2 XML $52-d4, [FSCRI T [RI44 XML F7 4% AT A 2
rid & AR HIME—Si T, A R4S, IR B0 RS 4 A HRAE 45 R [EK
Device Response
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"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"ApiRequestFileUrl",

"result":"OK"

<Actid>: <Actid>% T <Ccid>
<TerminalType>: HLa&38RY, MRYE 5 B2 5 S L AP
<HardwareVer>: fififfV-&

<TerminallD>: L5

<DeviceSerialNo>: AL#5ME— 7715

<Version>: [ {FRiA

<Action_ext>: HERIZIERIFME

<Response>: H.#2[A 215K {H

<Result>: OK/Fail, 45 5%

ApiResponseFile: AP| {84 B5ERZERRFH[HEENMITER

Device Request

{
"rrid":"44250",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"productName" : "WO491",
"deviceSerialNo":"wb2018042802",
"version":"ZD4900 v2.0.180308",
"event'":"ApiResponseFile",
"fileUrl":" ",
"apiTotal":"200",

<Rrid>: JiKS

<TerminalType>: ML#REAY, HRARE LT BT 2 15 S R te APl
<HardwareVer>: fifif}F&

<TerminallD>: #l%5

<ProductName> :

<DeviceSerialNo>: HL#sME— 7415

<Version>: [ R A

<Event>: EL¥ERIFERIIME, APl F5 &AL 8 AL 5 45 IR 55 A HEIE BT
g5

<FileUrl>. 1% URL i@ W 4 AT HI4E- 6 URL AyHbE. BHAEIRS
2% ApiRequestFileUr| 3tk B #2238 [F1 BRI A .
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"existNext":"Yes", <ApiTotal>: #7775 1215 G 17 EIN & 15 4. iRA 200 #— K& 17,
"ridList": { KT 200 B £ A9 FFZ XK
"rid": [ <ExistNext>:Yes/No, i& 5 i | —%%
{ <RidList> &[5 RAIT)FH A
"rid":"1", <Rid rid ="1" result="0K"> rid B15< B 59 rid 8. 175 FiZ 15> F75
"result":"OK" SEPHIE—GGE . result 21215 SHIEIERA TS E2E.
bo
{ HEMRS B LG4 ek 2 N — & k.
nrid":n2n,

"result":"OK"

Hridvv . 3" ,

"result":"OK"

}

Server Response

{ <Response>: ApiResponseFile .
"response":"ApiResponseFile", <Actid>: <Actid> = <Rrid> £>1H/K S o
"actid":"2", <Time>: JRSSAFITIA], WAAWBIMLIE, FEPEHLE L.
"time":"2013-4-11-T11:28:542Z", <Result>: OK/Fail, Z5%. WINE [ FE B, PREKES—HIEEZ
"result":"OK/Fail" 4,
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EnableDevice: {#&E(Z1L)i®&E

Server Request

{ <Request>: EnableDevice, fRE(ZE1E)% %
"request":"EnableDevice", <Ccid>: <1E/KS, long 8. HIN—3h0.
"ccid":"2", <Time>: JRS&RIFIE], BB esa), [F2DRLEE L.
"time":"2013-4-11-T11:28:54z2", <Action_ext>: 1T AFRE, MRS HE E, iz ™R TS 422
"action_ext":"show/xx", MTEo, A show, AEABEIRFEIRMEA show, Hkssasnl LLAIWTIE
"enable":"Yes/No" B R 18 IX B FH KA A 4

} <Enable>: Yes/No, Yes: f#ifg, No: 2%

Device Response

{ <Actid>: <Actid>%FT<Ccid>
"actid":"2", <TerminalType>: PLES IR, HR R 7 B A B2 75 S 47 2L AP
"terminalType":"PFS100", <HardwareVer>: fifif4F-&
"hardwareVer":"4900", <TerminallD>: L5
"terminalID":"1", <DeviceSerialNo>: HL2sME— 7% S
"deviceSerialNo":"wb2018042801", <Version>: [dl {4
"version":"zD4900 v2.0.180308", <Action_ext>: HL#% [ G iR ME
"action_ext":"show/xx", <Response>: EL#Z [0 1R ME
"response":"EnableDevice", <Result>: OK/Fail, %5,

"result":"OK"
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GetTime: 3kBUSFETE

Server Request

{
"request":"GetTime",
"ccid" : H2 n ,
"time":"2013-4-11-T11:28:54Z",

"action_ext":"show/xx"

<Request>: GetTime, 3KHX 4T 15 &I (A,

<Ccid>: &1EMI/K S, long . B N—3.

<Time>: JRS5EEMTIA], &AWL E, 2P RPLEE .

<Action_ext>: 1T NFRE, MRS HE E, iz ™R T 22
TR, AN show, HABEREIFIEA show, IR AT LKW
B RA s X H S R A A4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetTime",
"time":"2013-4-11-T11:31:182",
"uTC":"+8:00",
"result":"OK"

<Actid>: <Actid>Z%T-<Ccid>
<TerminalType>: AL#S2EAY, AR G 7 B HIW & 75 SR AL AP
<HardwareVer>: fififH-F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515
<Version>: [l {FRA

<Action_ext>: HE.#%[FE 15K ME
<Response>: EL &[0 & iR E

<Time>: W& 4T [H]

<UTC>: 25 BT IEIHIRT X, BB LA 3 1o
<Result>: OK/Fail, %53,
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SetTime: & & i FHE

Server Request

{
"request'":"SetTime",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"uTC":"+8:00"

<Request>: SetTime, W& & WA,

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EEMHIA], WAL E, 2P RPLEE .

<Action_ext>: 1T AFRE, MRS HE E, iz ™R TS 422
TR, AN show, HABREREIRIEA show, R a4 AT LKW
B RA 5 X H S R A A4

<UTC>: 4RI (B RIS X, B4 Bl A A SCHF o

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetTime",

"result":"OK"

<Actid>: <Actid>Z%T-<Ccid>

<TerminalType>: AL#52AY, AR G 7 B I & 75 SR A48 AP
<HardwareVer>: fififH-F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {FRiA

<Action_ext>: H IR 15K IIME

<Response>: EL#Z [0 iR E

<Result>: OK/Fail, %53,
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GetDepartment: KRBT RIEBI & FR

Server Request

{

"request":'"GetDepartment",
HccidH : ll2ll,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: GetDepartment, ¥ ET§E DeptNo AT THI R
<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EEMHA], &AWL E, 2P RPLEE E.

<Action_ext>: 1T AFRE, MRS HE E, iz ™R TS 422
TR, AN show, HABREREIRIEA show, IR a4 AT LKW
(B RA s X H S R A A4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetDepartment",
"department" : {
"depart": [
{
"name": "FFREL",
"ID":"1"
by

<Actid>: <Actid>%%F-<Ccid>
<TerminalType>: AL#52EAY, AR G 7 B I W& 75 SRR LE AP
<HardwareVer>: fifif4-F-&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515
<Version>: [l {FRA

<Action_ext>: H.#%[FI 15K ME
<Response>: EL#%&[A & iR E
<Department Count="2">: /'], #/14(&
<Depart ID="1">" ZB/'749 ID

<Name>: #THI4AFK, BASC

<Result>: OK/Fail, %5%.
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1,

"count":

b
"result":"OK

"name" : n%ﬁﬁ%%ﬂn ,
"

"ID": ||2

H2H

SetDepartment: I EX R IBIIRFR

Server Request

{

"Request'":"SetDepartment",

|'ccid|' : ||2|| ,
"time":"2013

"action_ext"

-4-11-T11:28:54Z",

:"show/xx",

"action":"Add/Delete",

" deptNou Q"
"data": ll%Brjll

4

<Request>: SetDepartment, & &t T4FK.

<Ccid>: 2 1E¥i/K S, long B, EIN—340.

<Time>: JRSGAFITAE], AWBILIE, [FPRIPLEE .

<Action_ext>: 1T AMRE, MRS HE MAE, thinzim Rk 42

MT 7R, AN show, HAREREIMEA show, x5 #n] LKW L

B R A s X E s FH SR A4
inn da ote Add olote MG

<DeptNo>: =4<Action>=Delete Hf, E 7ZMF<DeptNo> X1 HTH51T. U1F

<DeptNo>ZZ5HT, UM e #8 Te TN 77 2

<Data>: I TR, BISC.

De 57 7117

A /2 A

Device Response
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"actid":"2",
"terminalType":"PFS100",
"hardwareVer" :"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetDepartment",

"result":"OK"

<Actid>: <Actid>%§ T<Ccid>

<TerminalType>: HLEERAY, MR T B AW 2 5 S RFHELS API
<HardwareVer>: L&

<TerminallD>: #l%5

<DeviceSerialNo>: HL#SHE— 7515

<Version>: [AfFRRA

<Action_ext>: H#2 [R5 R {E

<Response>: H#2 AR 15K I{EH

<Result>: OK/Fail, %55,

GetNamelList: FREUH R4 B Z TR

Server Request

{
"request'":"GetNameList",
llccidll : ||2|| ,
"time":"2013-4-11-T11:28:54z",

"action_ext":"show/xx"

<Request>: GetNamelist, % &5 ListNo HIFEAERTTHI R

<Ccid>: £ iEM/AKS, long 8. HII—#hn.

<Time>: JRSGAEITAE], RAWBIIE), [FPRIPLEE .

<Action_ext>: 1T NMRE, = RSHATH & IE, iz RS2
MT 7R, AN show, A RAGREIFIMEN show, M55 nT LA
B R 1 I B FH R A AT 4

Device Response
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"actid":"2",
"terminalType":"PFS100",
"hardwareVer" :"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetNameList",
"nameList": {

"list": [

{
"name": "JFRE",

"ID": 1"

b

{
"name" : "&{EEE ",
"ID": 2"

"count":" 2 "

by
"result":"OK"

<Actid>: <Actid>%§ T<Ccid>

<TerminalType>: AL#82AY, AR 67 B AW 75 SR 4L AP
<HardwareVer>: L&

<TerminallD>: #l%5

<DeviceSerialNo>: HL#SHE— 7515
<Version>: [AfFRRA

<Action_ext>: H#2 [R5 K {H
<Response>: H#2[AI & 15K MI{EH

<Namelist Count="2">: [J254], |]JZE41%&F
<List ID="1">." /]2 ID

<Name>: /[ /ZEZM4FK, BISC

<Result>: OK/Fail, %55,

SetNamelList: BN Z AR

Server Request
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"request":"SetNameList",
"ecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"action":"Add/Delete",
"listNo":"0",

<Request>: SetNamelist, ¥ B T8E UserlD HIHANAEM RS

<Ccid>: =1EM/KS, long B, Hin—3Eh0.

<Time>: JREGAEMIE], BWAWR ], FEDRNEE E.

<Action_ext>: 1T NMRE, =S40 HE ILE, iz RS2
MT /R, AN show, IPAEAGREIFIMEN show, AR5 nT LA WL
(B RA s X H s R A A4
<Action>+—Add/Delete,Add-12 111, Delete Mk

<ListNo >: *4<Action>=Delete #f, EI7#ZMIFr<ListNo>XT W1 TAE 5 5. 41

"data": " (1455

} LB<ListNo> 25T, TR 281 T2 5 4. FEFEEATE 75 B
<Data>: [ 2R AR FR. B,

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"SetNameList",

"result":"OK"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: AL#SAY, AR G 7 B I W& 75 SR AL AP
<HardwareVer>: fifif4F-&

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sHE— 7415

<Version>: [l {FfR A

<Action_ext>: EL4% 01515 3K HI1H

<Response>: E.#% A& iR E

<Result>: OK/Fail, %%,
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GetProxyName: IRENXIRIIRBIK S & F5

Server Request

{
"request":"GetProxyName",
HccidH : ll2ll ,
"time":"2013-4-11-T11:28:54z72",

"action_ext":"show/xx"

<Request>: GetProxyName, 3RHUTE € %5 FIRHIALIE 2 FK .

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EEMHA], &AWL E, 2P RPLEE E.

<Action_ext>: 1T AFRE, MRS HE E, iz ™R TS 22
TR, AN show, HABREREIRIEA show, IR a4 AT LKW
B RA s X H S R A A4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"GetProxyName",
"poxyDepart": {

"proxy": [

{
"name":"#ME",

HiDH : lllll

<Actid>: <Actid>Z%T-<Ccid>

<TerminalType>: AL#S2EAY, AR G 7 B I W& 75 SRR LE AP
<HardwareVer>: fifif4F-&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[FE 15K HME

<Response>: EL#%[A & iR E

<ProxyDepart Count="2">: iR 7405, RAAHD 204
<Proxy ID="1"> iR HIHL 49 /1D

<Name>: RIS AAFR, BT

<Result>: OK/Fail, %55,
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"name" :
" iDH .

]
I

"result":

SetProxyName: i&E X RIRBIEZFR

Server Request
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"request":"SetProxyName",
"ecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"action":"Add/Delete",
"proxyNo":"0",

"data": "iEHPE",

"use" :"Yes"

<Request>: SetProxyName, ¥ E T8 E S5 RIS LLFK.

<Ccid>: £1EW/K S, long B, BhIn—34 0.

<Time>: JREGAEMIE], BAWR ], FEDRNEE E.

<Action_ext>: 1T AMRE, RS TTHE MAE, thinzim B4 2
T %R, WEA show, FARAIREIEA show, JRF5#E AT LAH T
B SR Hfh o 1% B FH R A AT 4

<Action>: Add/Delete, Add 12}, Delete M

<ProxyNo>: “Y<Action>=Delete /], E#ZMI5< ProxyNo > X1 {7 K71 CH5.
1< ProxyNo > 2711, JER 28K Ci. T FEAE w2
<Data>: RAMACESIAFR. B,

<Use>: XNFEERBIHNXMULDIRE, FBRA—EMHFE, MAERNME
O HAE

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer" :"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"SetProxyName",

"result":"OK"

<Actid>: <Actid>%5F<Ccid>

<TerminalType>: AL#52EAY, A G 7 B I & 75 SR 4L AP
<HardwareVer>: fififf &

<TerminallD>: #l%

<DeviceSerialNo>: HL#sHE— 7415

<Version>: [l {Ffr A

<Action_ext>: EL4% 01515 K HI1H

<Response>: EL#Z A& iR E

<Result>: OK/Fail, %%,
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GetBellTime: FEIEEEE

Server Request

{
"request":"GetBellTime",
"ccid" : ll2ll ,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: GetBellTime, FFHCYHI B4R E o

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EEMHA], &AWL E, 2P RPLEE E.

<Action_ext>: 1T HNFRE, MRS HE E, s ™R TS 22
TR, AN show, HABREREIFIEA show, IR & AT LKW
(B RA s X H S R A A 4

Device Response

{
"actid":"2",
"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetBellTime",
"bellCount":"24",
"bell 0":"18:00,n0 use,EveryDay,10",
"bell 1":"00:00,n0 use,EveryDay,0",
"bell 2":"00:00,no0 use,EveryDay,0",
"bell 3":"00:00,no0 use,EveryDay,0",
"bell 4":"00:00,n0 use,EveryDay,0",
"bell 22":"00:00,n0 use,EveryDay,0",

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: AL#R2EMAY, AR G 7 B AW & 5 SRR A48 AP
<HardwareVer>: T F-&

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sME— 7415

<Version>: [ {Fhix A

<Action_ext>: E4Z IR 1K IIME

<Response>: B2 & i K H{H

<BellCount>: 115 7% S b Ma 44 2H 3

<Bell_0>: KR EE, H 4 ME, HEOES5TF, ONfE, OfFH,
O, @xH

<Bell_1>

<Bell_23>
<Result>: OK/Fail, %55,
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"bell 23":"00:00,n0 use,EveryDay,0",
"result":"OK"

O} [A]:hh:mm. 23:42

@i FH:use/no use

@ #:EveryDay/Sun/Mon/Tues/Wed/Thur/Fri/Sat
@Y H:=<200

SetBellTime: EEMHGE

Server Request

{

}

"request":"SetBellTime",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z7Z",
"action_ext":"show/xx",

"bell 0":"00:00,n0 use,EveryDay,0",
"bell 1":"00:00,no0 use,EveryDay,0",
"bell 2":"00:00,no0 use,EveryDay,0",
"bell 3":"00:00,no0 use,EveryDay,0",
"bell 4":"00:00,no0 use,EveryDay,0",
"bell 22":"00:00,n0 use,EveryDay,0",
"bell 23":"00:00,n0 use,EveryDay,0"

<Request>: SetBellTime, 1% & W& .

<Ccid>: <1E/KS, long 8. HIN—3Hh0.

<Time>: JRS5ESMTIA], WAL E, [F2PRPLEE .

<Action_ext>: 1T NFRE, MRS ATHE SE, s ™R TS 422
T R7x, AN show, HABREREIRIEA show, IR & AT LKW
B RA 5 X H s R A4

<Bell_0>: FE—HIMBRRE, H 4/Ma, EZ5H0H, ORfHE, @fFH,
@, @kH

Device Response

{

l‘actidﬂ : ”2 n ,
"terminalType":"PFS100",

"hardwareVer" :"4900",

<Actid>: <Actid>%%T<Ccid>

<TerminalType>: AL#5 28, AR 67 B I & 75 SR 4L AP
<HardwareVer>: t{fF &

<TerminallD>: #l5
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"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetBellTime",

"result":"OK"

<DeviceSerialNo>: HL#SHE— 7515
<Version>: [E[fFRA
<Action_ext>: H#2[RI 15K {E
<Response>: H 2[RI R iERME
<Result>: OK/Fail, %55,

TakePhoto: ZREULEERTBIERIGLE &

Server Request
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"request":"TakePhoto",
"ecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",

"camera'" :"VR"

<Request>: TakePhoto, FAR&, FREUIMLES FIFEAG L 1A

<Ccid>: £1EW/K S, long B, BhIn—3 0.

<Time>: JREGAEMIE], BAWRI ], FEDRNEE E.

<Action_ext>: 1T Ns&, = MR-4 0T HE IE, iz B R kE 42
HT %R, WEA show, IPABREREIRIMEN show, ARG HT AL I
B R 1 X B FH R A AT 4

<Camera>: VR:ILI ] WOGTEAECLEE, IR: 4hk1R.

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response": "TakePhoto",
"camera'":"VR",
"photoData":"Photo data",
"result":"OK"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: AL#R2EMY, AR G 7 BOAIW & 5 SRR LS AP
<HardwareVer>: {74

<TerminallD>: #l5

<DeviceSerialNo>: HL#sHE— 7515

<Version>: [&[{FhA

<Action_ext>: E4Z IR 1K FIME

<Response>: EL#Z[RI & i K {H

<Camera>: VRGN A] WOGEEAE L EIME, VR: 404hk{&. <PhotoData>:
VEM A% base6d FFF e o

<Result>: OK/Fail/NoSupportIR, %55
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GetDeviceSetting: FKELUFEMH—EIGE

Server Request

{
"request":"GetDeviceSetting",
"ccid" : ll2ll ,
"time":"2013-4-11-T11:28:54z72",

"action_ext":"show/xx"

<Request>: GetDeviceSetting, FRHUBAAH—LE% H .

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRSGERMTIA], &AW E, 2P RPLEE .

<Action_ext>: 1T RFRE, =R HE UE, iz TR ILTE 42
T E7R, AN show, HABEREIFIEN show, RS A AT LUA T
B RA s X H S R A A4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetDeviceSetting",
"language":"English",
"volume":"6",
"identifyMode" : "AnyWay",
"realTimePhoto":'"Yes",
"livingMode":"Yes",
"swipeIDCardCount":"3",

"enableTimeLogFail":"No",

<Actid>: <Actid>Z% T -<Ccid>

<TerminalType>: AL#S2EAY, AR G 7 B I & 75 SRR LE AP
<HardwareVer>: fifif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l R A

<Action_ext>: H.#%[F 215K E

<Response>: EL#Z[A & iR E

<Language>: English/ChineseSimplified/ChineseTraditional.

<volume>: 0~~10, 0 N,

<ldentifyMode> :
AnyWay/Face/FP/Card/PWD/Face+FP/Face+Card/Face+PWD/FP+Card/FP+PW
/Face+FP+Card/Face+FP+PWD/FP+Card+PWD/Face+2ndIDCard/
<RealTimePhoto>: Yes/No, IGiEmLh, &5 sChrdaif, Wil e G Ep s
IS HR A [ 25 IR 55 4%

<LivingMode>:Xes/No, /5 1EE 2 F
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"verifyThreshold":"M",
"verifyDistance":"1",
"safetyHelmet":"No",
"registerPhoto":"Yes",
"multiDetection":"No",
"picComperssionClose" :"No",
"pingPong": 60,
"result":"OK"

<SwipelDCardCount>:0~50, ill B 1 uE IR EIA B Z 2 B s 2 A LA
WA 0, WK ARG

<PicComperssionClose>:Yes/No, LT 7HIEE 7 Ky 7 4518 F-
<PingPong>::C>Bk I (RIS (8] . 0 A K%

<Result>: OK/Fail, X B I 5%

SetDeviceSetting: BEBIFFH—LEE

Server Request

{

"request":"SetDeviceSetting",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"language":"English",
"volume":"6",

"identifyMode": "AnyWay",
"realTimePhoto":"Yes",
"livingMode":"Yes",
"swipeIDCardCount":"3"
"enableTimeLogFail":"No",

"verifyThreshold":"M",

<Request>: SetDeviceSetting, W HE & &M —Hi%HE.,

<Ccid>: £1EM/KS, long B4, HIn—Hhn.

<Time>: JRS5ARMSIE], WAL TR, [F22IHLEE .

<Action_ext>: 1T NFRE, =S4T HE UE, iz T RUILTE 22
T8, WEA show, IAWKIREIFIMEN show, fkdsasaT LA
{BLR A E X B TR AU 4

<Language>: English/ChineseSimplified/ChineseTraditional.

<volume>: 0~~10, 0 N .

<ldentifyMode>:
AnyWay/Face/FP/Card/PWD/Face+FP/Face+Card/Face+PWD/FP+Card/FP+PWD
/Face+FP+Card/Face+FP+PWD/FP+Card+PWD/Face+2ndIDCard/
<RealTimePhoto>: Yes/No, IGUERY), s& 73 SEhf#ai, anif 2 nihEsr
I R HEIR [ 25 iRk 55 25
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"verifyDistance":"1",
"safetyHelmet":"No",
"registerPhoto":"Yes",
"multiDetection":"No",
"picComperssionClose":"No",

"pingPong": 60

<LivingMode>:Xes/No, &4 7ol

<SwipelDCardCount>:0~50, ill B 1 uE R E A B Z 2 B s 2| A LA
MAZE 0, WK AT,

<PicComperssionClose>:Yes/No, LT 7HIEE 7 Ky 7 4518 F

<PingPong>:C>Bk I (RIS (8] . 0 A K%

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"SetDeviceSetting",

"result":"OK"

<Actid>: <Actid>Z%T<Ccid>

<TerminalType>: AHLEFZEAY, ARYE 2 B AW A2 75 S R LE AP
<HardwareVer>: {4 F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[FE 15K ME

<Response>: EL#% A& iR E

<Result>: OK/Fail, % & &) 575

RestoreDevice: H®Ei®#% (WEH /ER/BGHRE)

Server Request
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"request":"RestoreDevice",
"ecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",

"action":"RestoreFactory"

<Request>: RestoreDevice, k&K% .

<Ccid>: 21EWM/KS, long B, Hin—#hn.

<Time>: JRSTERIFIA], BB bea), [F2DRNLEE L.

<Action_ext>: 1T AMRE, =MREAHETHE XA, tinzsm T xILiE 42
T8/, WAEA show, A IRBIFIMEA show, HRSs s AT LUFIMT L
B R 18 IX B FH KA A 4
<Action>:RestoreFactory/ReStart/CancelWarning/CancelAllData. 9
RestoreFactory /&K i) 1% E, ReStart /& 3 % #%,CancelWarning J& HUH
%, CancelAllData i & AT A 2 F12 4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response':"RestoreDevice",
"action":"RestoreFactory",

"result":"OK"

<Actid>: <Actid>Z%T<Ccid>

<TerminalType>: HLEFZEAY, ARYE - B AW A2 75 S R 4L AP
<HardwareVer>: {4 F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[F 215K E

<Response>: F#% A& iR E

<Action>: RestoreFactory/ReStart, RestoreFactory ;K& Hi] & H, ReStart
REFR A

<Result>: #RIREEUE] TIXAMES, WRAITGERME, FHFHBRIINIRE] OK,
SR 3[4 Fail

GetPowerSetting: REEIR R E

Server Request
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"request":"GetPowerSetting",
Hccidu : ||2|| ,

"time":"2013-4-11-T11:28:54Z",

<Request>: GetPowerSetting, SRHXH YR & o

<Ccid>: £1EW/K S, long B, BHIn—3E 0.

<Time>: ARSTASISIH], WAL E, [F2EB2Hlgs L.

<Action_ext>: 1T AMRE, = MREHETHE XHAE, tinzsm R U g4

"action_ext" :"show/xx" Fﬁﬂ:ﬁﬂ—?, JH:{E?'SI show, %B/A 1&%3\5‘_@ El’]ﬁji) show, H&%%ﬁﬁf U\#Uﬂfﬁlﬂj
J B R 18 IX B FH KA A 4
Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response":'"GetPowerSetting",
"restart":'"Yes",
"restartTime":"00:00",
"sleepAfter":"1",
"screenSaver'":'"Yes",
"powerKey'":"Yes",

"result":"OK"

<Actid>: <Actid>%5 T <Ccid>
<TerminalType>: HL#52MY, MRHE L FBAIBE 5 SRR LL AP
<HardwareVer>: {4 F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515
<Version>: [l {FRA

<Action_ext>: H.#%[F 15K ME
<Response>: HFZ[RIFiERI1ME
<Restart>:Yes/No #& 15 i F 7 i 5
<RestartTime>: & I 5 J3 s} [A]

<SleepAfter>: 2 ABA A fa it AKRHR
<ScreenSaver>: Yes/No +& 75 i JH 5f {%
<PowerKey>: Yes/No J& 55 H VR TZ B DI fRE
<Result>: OK/Fail, %5

SetPowerSetting: & HIERE

Server Request
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"request":"SetPowerSetting",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"restart":'"Yes",
"restartTime":"00:00",
"sleepAfter":"1",
"screenSaver":"Yes",

"powerKey":"Yes"

<Request>: SetPowerSetting, ¥ & I E .

<Ccid>: £1EW/K S, long B, BHIn—3E 0.

<Time>: JREGAEMIE], BAWB ], FEDRNEE L.

<Action_ext>: TR, RS0 A UE, sy SR IES 2
AT %R, WEA show, HARZIREIPIES show, fRsSHE T LAt
B R 1 X 5 FH R A AT 4

<Restart>:Yes/No & 75 jo € & )3

<RestartTime>: &I 5 5 i []

<SleepAfter>: 2 ABA #AE Ja it ARHR

<ScreenSaver>: Yes/No +&75 /8 H i f&

<PowerKey>: Yes/No &5 J& F HL IR %5 ) e

Device Response

{
"actid" : ll2 n ,
"terminalType" :"PFS100",
"hardwareVer":"4900",

"terminalID":"1",

"deviceSerialNo":"wb2018042801",

"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":'"SetPowerSetting",

"result":"OK"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: AL#52EAY, AR G 7 B I W& 75 SR AL AP
<HardwareVer>: fifif}fF&

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sHE— 7415

<Version>: [l {fRAS

<Action_ext>: EL4% 01515 K FI1H

<Response>: EL#Z A& iR E

<Result>: OK/Fail, 4%
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FirmwareUpgradeByCloud: Z=if&Er&E&HARE Lt

Server Request

{

"request":"FirmwareUpgradeByCloud",
"eccid":"2",
"time":"2013-4-11-T11:28:54z2",
"action_ext":"show/xx",

"Size" : 114111,

"data":"http://download.hanmawin.com/d/fw/v2.01"

<Request>: FirmwareUpgradeByCloud, =z uiii & T 25 15 84 [ 44

<Ccid>: £1E/KS, long B4, HIn—Hhn.

<Time>: JRS5AMTIA], &AW E, PR .

<Action_ext>: 1T RFRE, =R HE UE, iz TR ILTE 22
MR, JAEY show, AR EIFIMEA show, M5 sl LI E
{BLR A E X B TR AU 4

<Size>: [E| {4 Hu bk fr <

<Data>: x5 %5 L[] CON JiR 55 %% 1) [l £ b il

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response" : "FirmwareUpgradeByCloud",

"result":"OK"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: HLAFSEAY, ARFE T B AW 2 15 SRR LL AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sME— 7415

<Version>: [ {fhix A

<Action_ext>: HEHZ[FIRIERIIME

<Response>: HEL 2[RI iR IME

<Result>: $E7RHZEWE] 7IXANRA, BATFAG 245 58 B bk 28 [ 14 321
W& b, WREBITHS. THEENEE, AEKIIET, £ adminlog id
KHHEE . It Result 45 RA AL RINHILE R
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device http API

GetVoice: FREUZZHBRITE

Server Request

{

"request":"GetVoice",
"ccid" : ll2ll,
"time":"2013-4-11-T11:28:54z",

"action_ext":"show/xx"

<Request>: GetVoice, FREUKAHIFEIRIES -

<Ccid>: £1EW/K S, long B, BHhIn—3 0.

<Time>: JRSGERMTIA], &AW E, 2P RPLEE .

<Action_ext>: 1T RFRE, =R HE UE, iz TR ILTE 42
T R7R, AN show, HABEREIFMEN show, ARSS# AT LUA T
B RA s X H S R A A4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetVoice",
"verificationSuccessVoice": {

"playName" : "Name",

"playContent":"Custom",

"customContent" : "I iFET "
}y

"verificationFailedVoice": "WiFZM",

"noAccessVoice" : " TLAfREAT",

<Actid>: <Actid>%%F-<Ccid>

<TerminalType>: HLEFZEAY, ARHE 2 B AW A2 75 S R LE AP
<HardwareVer>: fifif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [E{FRA

<Action_ext>: H.#%[F 215K E

<Response>: EL#Z[A & iR E

<PlayName>: Name/Department/DepartName, Name &4 7/34011/44 5,
22 PR I DU AN FR TR 4

<PlayContent>: Custom/Greetings/Empty. Custom: & XFi 1% 5 (ECiL %
HFAELL ) : Greetings: [ 115, TRAGHT AT AN A, T ELIE AN 7] 19 1 1 -
6:00-11:59: 4L 4F; 12:00-13:59: /7 4F; 14:00-17:59: FF4F; 18:00-20:59:
W F4F; 21:00-05:59, JEEAKE . Empty: 5B A 75

<CustomContent>: Z{il “H42iFiE1L” , 24 PlayContent [ UL 45 (EHT, 15X
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"SPeed" : ||5|| ,
"result":"OK"

<VerificationFailedVoice>: ¢ iiF L ] T i & RN “KIAEM 7 o Ky
TENT, LA

<NoAccessVoice>: S iF/MIIIHE ST KIR, A “TLRIRET” o AT
1ER], LA (E

<Speed>: JHIIE & E/E

<Result>: OK/Fail, X BN 5%

SetVoice: ®ERFAIRIIESZIEIR

Server Request

{

"request":"SetVoice",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z7Z",
"action_ext":"show/xx",
"wverificationSuccessVoice": {
"playName" : "Name",
"playContent":"Custom",
"customContent" : "I iFiE T "
by
"verificationFailedVoice": "WiF5LI",
"noAccessVoice" : "R REIT",
"speed":"5"

<Request>: SetVoice, W B W & MiRAIE &k

<Ccid>: &1E/KS, long . Hn—3Ghn.

<Time>: JRSSARMS[E], WAL TE, [F22IHLEE .

<Action_ext>: 1T NFRE, =R HE UE, iz T RITE 22
T R7x, AN show, IABEREIFIEN show, ARSS#S AT LUAIT
B RA 5 X H s R A A 4

<PlayName>: Name/Department/DepartName, Name %% /81 1/ 4 5,
21 P BT i JUIAS 28 TS0 93 o

<PlayContent>: Custom/Greetings/Empty. Custom: & X IFH %5 (ELil 5%
UEABLL) ; Greetings: [ 115, RIS I HIANE], A LLIE AN G H 1 1%

6:00-11:59: [ 4F; 12:00-13:59: '/ 4F; 14:00-17:59: | F4F; 18:00-20:59:
W FAF; 21:00-05:59, JEEAIKE . Empty: SHEA 75

<CustomContent>: Z{iA “43iFi0” , 24 PlayContent H UL K5 161, #il
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<VerificationFailedVoice>: 43 il LT T 1 HT 15 s XA “FKAFM 7 o My
TIER, TR M

<NoAccessVoice>: Z1EREIIHEZR IR, Zil “THRIRET” . K57
ET, LA

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action ext":"show/xx",
"response'":"SetVoice",

"result":"OK"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: HLEFZEAY, ARYE 2 B AW A2 75 S R 4L AP
<HardwareVer>: fifif4F-&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515

<Version>: [l {FRRA

<Action_ext>: H.#%Z[FIE 15K E

<Response>: HFZ[RIF iR IME

<Result>: OK/Fail, % & %) 575

GetEthernetSetting: FKENEZ%&MEAIEE

Server Request
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"request":"GetEthernetSetting",
Hccidn : 112 " ,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: GetEthernetSetting, FREUH &M 41115 S

<Ccid>: =1EM/KS, long B, Hin—3Ehn.

<Time>: JRSSHESIIE], WA BIdbmE, [FE2E2HL8E E.

<Action_ext>: 1T AMRE, ARG HE MAE, iz Rtk 42
T %R, WEA show, FARAIREIMEA show, JRF5# AT LAF T
B SR Hff o 1% B FH R A AT 4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",

"response'":"GetEthernetSetting",

"macAddress":"00:10:dd:01:08:81",

"dHCP":"Yes",
"ip":"192.168.1.102",
"subnet":"255.255.255.0",
"defaultGateway":"192.168.1.1",
"iP_from dhcp":"192.168.1.15",

"subnet_ from dhcp":"255.255.255.0",
"defaultGateway from dhcp":"0.0.0.0",

"result":"OK/Fail"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: AL#SAY, AR G 7 B I W& 75 SR L8 AP
<HardwareVer>: fififHF-&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [ {Ff A<

<Action_ext>: EL4% 01515 K HI1H

<Response>: E.#% A& iR E

<MacAddress>: £k Z& (1)1 MAC Py FE it

<DHCP>: Yes/No, kML EHENES IP

<IP>: A IP I AIERIAA %5 1P

<Subnet>:FE 2 1P B [ BRI A 28 R 25 FE AL

<DefaultGateway>: F#AS IP I ER A 26 N 4% /X 56

<IP_from_dhcp>: WIS <DHCP>2 Yes I, FRELHI 4 RT16 H IZNAS 1P
<Subnet_from_dhcp>: W15 <DHCP>#E Yes I, RE) 24 mi s FH (1K1 3h &S h
<DefaultGateway_from_dhcp>: W1 5-<DHCP>#E Yes I5, 3REL I 24 R {# FH )3
<Result>: OK/Fail, %%,
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SetEthernetSetting: & EBLZ&MLE

Server Request

{

"request":"SetEthernetSetting",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"dHCP":"Yes/No",
"ip":"192.168.1.102",
"subnet":"255.255.255.0",
"defaultGateway":"192.168.1.1"

<Request>: GetEthernetSetting, HHUA &M 25115 ..

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5ERMTA], WA E, [F2P 2P .

<Action_ext>: 1T NFrE, MRS ATHE SUIE, iz ™R TS 422
TR, AN show, HABREREIRIEA show, IR #s AT LKW
B RA s X H S R A A4

<DHCP>: Yes/No, £/ % 2& 5N IP

<IP>: FFAS IP I HBRINE L% 1P

<Subnet>:F#4s IP I ERING 2R N 25 40

<DefaultGateway>: #as IP B HIERINA LR 25 /X 5

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetEthernetSetting",

"result":"OK/Fail"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: HLAFZEAY, ARYE T B AW 2 15 S R LL AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sME— 7415

<Version>: [&{FRA

<Action_ext>: HEHZ[FIRIEKIIME

<Response>: HEL 2[RI iR IME

<Result>: OK/Fail 45 %
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GetWifiSetting: 3XEX WiFi MK E

Server Request

{
"request":"GetWifiSetting",
"ccid" : H2 n ,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: GetWifiSetting, FKHUIGZE WiFi 115 2.

<Ccid>: <1E/KS, long 8. HIN—3Hh0.

<Time>: JRS5ERMHIA], &AW E, 2P RPLEE .

<Action_ext>: 1TATRE, mRSAATHE ME, insim N RIS 2
TR, AN show, HABREREIKIEA show, AR5 a4 AT LKW
B RA 5 X H s R A A4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetWifiSetting",
"use":"Yes",
"port":"5005",
"sSID":"WIFI host",

<Actid>: <Actid>%%F-<Ccid>
<TerminalType>: AL#52AY, AR G 7 B I W& 75 SR AL AP
<HardwareVer>: ffifH-F&
<TerminallD>: #l%5
<DeviceSerialNo>: Hl#AzME— 7515
<Version>: [i{FhiA

<Action_ext>: H£[RIR1EKIIME
<Response>: EL#Z [0 iR ME
<Use>: Yes/No, #&75 CZkIMN%% WiFi
<Port>5005</Port>: TGk WX 2% )iy 11
<SSID>: WiFi # s 44 8K

<Key>: WiFi %15
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"key":"pl23456",

"dHCP" : "Yes/No",
"ip":"192.168.2.225",
"subnet":"255.255.255.0",
"defaultGateway":"192.168.2.1",

"iP from dhcp":"192.168.1.15",
"subnet from dhcp":"255.255.255.0",
"defaultGateway from dhcp":"0.0.0.0",
"result":"OK/Fail"

<DHCP>: Yes/No, JLZkM4%2&THEN4 IP

<IP>: A IP N IERIATCE S 1P

<Subnet>:F#s IP B [ BRI\ TG 2R X 45 05

<DefaultGateway>: s IP I ER I\ To 2R R 2% X =

<IP_from_dhcp>: UWI5E<DHCP># Yes I, FRELKI 4RI FH 04 1P
<Subnet_from_dhcp>: 15 <DHCP>#E Yes I, REX) 24w FH (1 30 &S h
<DefaultGateway_from_dhcp>: U1%-<DHCP>4E Yes i, FREXK 2477 1H FH K1 5h
<Result>: OK/Fail, %55,

SetWifiSetting: &8 WiFi P4

Server Request

{
"request":"SetWifiSetting",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"use":"Yes/No",
"sSID": "xxxx",
"key" : "xxxxxx",
"dHCP" : "Yes/No",
"ip":"192.168.2.225",

<Request>: SetWifiSetting, 3REUICZR M 451115 2.

<Ccid>: ZXiEt/KS, long B, HII—H00.

<Time>: fR&S#RMTE], WA WRIETE, FDRIPLEE .

<Action_ext>: 1T NFrE, MRS HE SIE, Hinzsnm ™R TS 42
MT8E7R, AR show, FAEAIREIMMER show, R4 AT LAHIWT I
B SR X 5 FH SR Al A T4

<Use>: Yes/No, #&75TCLkMIZ% WiFi

<SSID>: WiFi #5 4 Fx

<Key>: WiFi %45

<DHCP>: Yes/No, H MR EEhA 1P
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"subnet":"255.255.255.0", <IP>: FRES IP I BRINE L4 1P
"defaultGateway":"192.168.2.1" <Subnet>:## 2% 1P B I ERIN TG L6 28 FEh
} <DefaultGateway>: s IP I ER NG 2R 2% X
Device Response
( <Actid>: <Actid>%5 T <Ccid>
"actid":"2", <TerminalType>: HLE$RAY, AR BAIWT R 5 SCRF LS API
"terminalType":"PFS100", <HardwareVer>: fifif4F-&
"hardwareVer":"4900", <TerminallD>: L5
"terminalID":"1", <DeviceSerialNo>: HL2&ME—F 415
"deviceSerialNo":"wb2018042801", <Version>: [&{FhRAs
"version":"ZD4900 v2.0.180308", <Action_ext>: HE.#%Z R 15K ME
"action ext":"show/xx", <Response>: EL#Z[AIEiEKME
"response":"SetWifiSetting", <Result>: OK/Fail, %%
"result":"OK/Fail"
}

GetHMRemoteHttpServer: FKBURTE http RSB T E

Server Request
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"request":"GetHMRemoteHttpServer",
Hccidn : 112 " ,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: GetHMRemoteHttpServer, JREUZFE HTTP &5 asthhl, W<
[A]1% HTTP ikl 1% POST 13K, JBHHIEICFEE S HEL BZALE .

<Ccid>: =1EM/KS, long B, Hin—3Eh0.

<Time>: JRSSHESIIIE], WA BIMbIE, [FEERHLE E.

<Action_ext>: 1T AMRE, ARSI HE MAE, iz Bk 42
T %R, WAEA show, HAEAIREIMMEA show, IR AT LLHIWT I
B R A s X H s R A A4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",

"response'": "GetHMRemoteHttpServer",
"timeLogProtocol” :"HM",
"httpServer":"http://get.sam.com/t",
"result":"OK/Fail"

<Actid>: <Actid>%5F<Ccid>

<TerminalType>: AL#S2AY, AR G 7 B I W& 75 SR AL AP
<HardwareVer>: @} F-&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {4fRAS

<Action_ext>: EL4% 01515 3K HI1H

<Response>: EL#% A& iR E

TimeLogProtocol: HHIFILKMIINE, ERIA HM, HARBI A e il
HttpServer: % 55 %% 1t

<Result>: OK/Fail, /%) 5 %5

79




device http API

SetHMRemoteHttpServer: EEIXFE http PRBZEEE

Server Request

{

}

"request":"SetHMRemoteHttpServer",
"ecid":"2",
"time":"2013-4-11-T11:28:54z2",
"action_ext":"show/xx",
"timeLogProtocol” :"HM",
"httpServer":"http://get.sam.com/t"

<Request>: SetHMRemoteHttpServer, & E = R4S 25l

<Ccid>: &1EMI/K S, long . BHN—3m.

<Time>: JRSGEMHIA], &AW E, 2P RPLEE E.

<Action_ext>: 1T NFRE, MRS HE SIE, s ™R TS 422
T ER, AN show, HABEREIRIEA show, R a4 AT LKW
B RA s X H S R A A4

TimeLogProtocol: FuiFid kN A, BRIA HM, HAhs = ).
HttpServer: iz 5% i ik

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetHMRemoteHttpServer",

"result":"OK/Fail"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: ALER2EMY, AR G 7 BOAI W & 75 SRR L8 AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#¥ME— 7415

<Version>: [ {fhix A

<Action_ext>: E4Z IR IR IIME

<Response>: HEL 2[RI iR IME

<Result>: OK/Fail, X BN 5%
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GetCloudServer: 3:BY websocket = REZEEE

Server Request

{

"request":"GetCloudServer",
"ccid" : ll2ll,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: GetCloudServer, FKHUZ ARS8k

<Ccid>: &1EMI/K S, long . BHN—3.

<Time>: JRS5EEMHA], &AW E, F2PRPLEE .

<Action_ext>: 1T NFrE, MRS HE E, iz ™R TS 22
TR, AN show, HABEREIKIEA show, R a4 AT LKW
B R A s X H S R A A4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",

"response'":"GetCloudServer",

"websocketServer":"wss://ws.realadmin.cn",

"result":"OK/Fail"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: AL#S2AY, AR 67 B I W& 75 SR AL AP
<HardwareVer>: ffif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [El{FhiA

<Action_ext>: H£ R 15K IIME

<Response>: EL &[0 iR E

<WebsocketServer>: websocket i 55 a3 ML

<Result>: OK/Fail %I 575
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SetCloudServer: & E websocket =IRE 25

Server Request

{

}

"request":"SetCloudServer",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",

"websocketServer":"wss://ws.realadmin.cn"

<Request>: SetCloudServer, W& = R55asHhtt.

<Ccid>: &1EMI/K S, long . BHN—3m.

<Time>: JRSGEMHA], BAWEIE, 2P RPLEE .

<Action_ext>: 1T HNFrE, MRS HE E, iz ™R TS 22
T RR, AN show, HABEREIRIEA show, R #s AT LKW
B RA s X H S R A A4

<WebsocketServer>: websocket Il 5575 1l

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetCloudServer",

"result":"OK/Fail"

<Actid>: <Actid>Z%T-<Ccid>

<TerminalType>: AL#S2EAY, AR G 7 B I W& 75 SR AL AP
<HardwareVer>: ffif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[FE 15K HE

<Response>: EL#Z[A & iR E

<Result>: OK/Fail, " B N5 %
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GetStreamingServer: FREUREHIRSHEE

Server Request

{

"request":"GetStreamingServer",
"ccid" : ll2ll,
"time":"2013-4-11-T11:28:54z72",

"action_ext":"show/xx"

<Request>: GetStreamingServer, FREUIEEAAR AR 55 28 ik

<Ccid>: &1EMI/K S, long . B N—3hm.

<Time>: RS5ERMHIA], &AWEIE, 2P RPLEE .

<Action_ext>: 1T NFrE, MRS HE E, Hinzsnm ™R TS 22
TR, AN show, HABREREIRIEA show, R a4 AT LKW
B RA s X H S R A A4

Device Response

{

"actid":"2",

"terminalType":"PFS100",

"hardwareVer":"4900",

"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetStreamingServer",
"streamingServer":" ",

"result":"OK/Fail"

<Actid>: <Actid>Z%T-<Ccid>

<TerminalType>: AL#52EAY, AR 67 B I W& 75 SR 4L AP
<HardwareVer>: ffif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[F 15K ME

<Response>: EL %[0 iR E

<StreamingServer>: JIFARRR 55 75 I HbE o

<Result>: OK/Fail %I 57
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SetStreamingServer: & ERIEHRRSF

Server Request

{

}

"request":"SetStreamingServer",
"ecid":"2",
"time":"2013-4-11-T11:28:54z2",
"action_ext":"show/xx",

"streamingServer":" "

<Request>: SetStreamingServer, V& B IMEEARAR 55 28 Hd1k

<Ccid>: &1EMI/K ST, long . B N—3m.

<Time>: JRS5EMHIA], &AWL E, 2P RPLEE .

<Action_ext>: 1T NFrE, MRS HE SE, iz ™R TS 422
TR, AN show, HABEREIFIEA show, R a4 AT LKW
B RA s X H S R A A4

<StreamingServer>: IR R 55 2% )t ik

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"SetStreamingServer",

"result":"OK/Fail"

<Actid>: <Actid>Z%T-<Ccid>

<TerminalType>: AL#S2EAY, AR G 7 B I W& 75 SR AL AP
<HardwareVer>: ffif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[FIE 15K ME

<Response>: EL %[0 iR E

<Result>: OK/Fail, ’ B N5 %
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GetLocalServer: FEUGZAMREZEE

Server Request

{

}

"request":"GetLocalServer",
"ccid" : ll2ll,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: GetlocalServer, FREX# & AR5 W E

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EMHA], &AWL E, 2P RPL8E E.

<Action_ext>: 1T NFrE, MRS HE SE, iz ™R TS 22
TR, AN show, HABEREIFRMEA show, a4 AT LKW
B RA s X H S R A A4

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetLocalServer",
"terminalPassword":"0",
"terminalPort":"5500",
"result":"OK/Fail"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: HLAFZEAY, ARFE T B AW 2 15 S PR LE AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#¥ME— 7415

<Version>: [ {fhix A

<Action_ext>: HE4Z IR IR IIME

<Response>: EL#Z[RI & i K {H
<TerminalPassword>: A<Hii% 2% (1) TCP i@ TH 5
<TerminalPort>: 7S 5% 2% (1) 3 [

<Result>: OK/Fail, {25 7
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SetLocalServer: & Big&ZFAMARS

Server Request

{

}

"request'":"SetLocalServer",
"ecid":"2",
"time":"2013-4-11-T11:28:54zZ2",
"action_ext":"show/xx",
"terminalPassword":"0",
"terminalPort":"5500",

"terminalID":"1"

<Request>: SetStreamingServer, ¥&'E iR AR 55 2k .

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5EMHIA], &AWL E, 2P RPLEE .

<Action_ext>: 1T NFrE, MRS HE UE, iz ™R TS 22
T ER, AN show, HABREREIFIMEA show, R #s AT LKW
(B RA s X H S R A A4

<TerminalPassword>: A0 &) TCP J& TH % A

<TerminalPort>: A H1A2 2% [ %5 [

<TerminallD>: #l%5

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"SetLocalServer",

"result":"OK/Fail"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: HLAFSEAY, ARFE T B AW 2 15 S PR LL AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sME— 7515

<Version>: [ {fhix A

<Action_ext>: HEHZ[FIRIEKRIIME

<Response>: HE.#Z [ iE R IME

<Result>: OK/Fail, X BN 5%
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EmptyTimelLog: &EBRETBIIEIEHR

Server Request

{

"request" :"EmptyTimeLog",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",

"compulsion":"Yes"

<Request>: EmptyTimelog, & %% #ic5¢%.

<Ccid>: £1EM/K S, long B, B N—1400.

<Time>: JRS5A5MTA], BA&WHILI R, [F2ERIPLEE E.

<Action_ext>: 1T NFRE, =R HE E, iz T AUILTE 22
T ER, WEAN show, HABEIREIFMEN show, ARks5# AT LUK
R E X s R A 4

<Compulsion>, Yes/No. Yse:5kiilliiEREHE NoA HUl £ ik A5 R

Device Response

{

"actid":"2",

"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response": "EmptyTimeLog",
"result":"OK"

<Actid>: <Actid>%§T-<Ccid>

<TerminalType>: HLAFSEAY, AR b BT 2 15 S R H- 4L AP
<HardwareVer>: {4 V5

<TerminallD>: #l5

<DeviceSerialNo>: ALAFME— 7515

<Version>: [&] {4 A

<Action_ext>: HERIEZIERIME

<Response>: H 2[RI iR I{E

<Result>: OK/Exist Unsent TimeLog/Fail, Z5%. Compulsion ¥ No i, ¥+
A AR R IEW AR R [F] Exist Unsent TimeLog
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EmptyManagelLog: &BRABEEEIZFE

Server Request

{
"request": "EmptyManageLog",
"cecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",

"compulsion":"Yes"

Ve o s garan

<Request>: EmptyManagelog, &= &R HE.

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: RS5EMHIA], &AW E, F2PRPLEE .

<Action_ext>: 1TANE, =MRSATTHE X IAE, bz TR UiE 42
TR, WEN show, HBABREIREIFMEA show, RS54 AT LAt
B R A s X H S R A A4

<Compulsion>, Yes/No. Yse:iiilliiFREHE ,No A I R I AN G B

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response" : "EmptyManageLog",

"result":"OK"

<Actid>: <Actid>%§ T-<Ccid>

<TerminalType>: HLAFZEAY, ARFE T B AW 2 15 S R LL AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#¥ME— 7415

<Version>: [ {Fhix A

<Action_ext>: HE4Z IR IR IIME

<Response>: HEL 2[RI iR IME

<Result>: OK/Exist Unsent Managelog/Fail, %5%. Compulsion 4 No i, #
A AR K% B E R B IR [F] Exist Unsent ManagelLog
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EmptyUserEnrolimentData: SEMAEEMAAEE

Server Request

{
"request":"EmptyUserEnrollmentData",
"ccid" : ll2ll ,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: EmptyUserEnrollmentData, &R AEM SR .

<Ccid>: £1EM/K S, long B, B N—100.

<Time>: JRZ5A5MTA], BA&WHIL A, [F2ERIPLEE E.

<Action_ext>: 1T NFRE, =R HE UE, iz T RUILTE 22
T &ER, WEA show, HABEIREIFIMEN show, Akssas AT LUK
B R E X s R A A 4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"EmptyUserEnrollmentData",
"result":"OK"

<Actid>: <Actid>%Z%T-<Ccid>

<TerminalType>: HLAEAY, HRARE LT B I W2 15 SRR te APl
<HardwareVer>: f#iff-F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— £ 415

<Version>: [&]{FhfiA

<Action_ext>: H#ZFRIE1ERIME

<Response>: HFZ[RIE %R {E

<Result>: OK/Fail, %55,
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EmptyAllData: EMRFFBEEE

Server Request

{

"request":"EmptyAllData",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",

"compulsion":"Yes"

<Request>: EmptyAllData, EFRATHEE R

<Ccid>: £1EW/K S, long B, HIn—3 0.

<Time>: JRS5ERMHAE], BAWEIIE, 2P RPLEE .

<Action_ext>: 1T AMRE, = MRSATHE X IE, bz T xUiE 42
TR, WEN show, HBABREIREIFMEA show, RS54 AT LAt
B R A s X H S R A A4

<Compulsion>, Yes/No. Yse:iiilliiFREHE ,No A F I R I AN IE B o

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response" : "EmptyAllData",
"result":"OK"

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: HLAFSEAY, ARFE LT B AW 2 15 S HFFFELL AP
<HardwareVer>: {74

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sME— 7515

<Version>: [ {Fhix A

<Action_ext>: HE4Z IR IR IIME

<Response>: ELFZ[RAI iR IME

<Result>: OK/Exist Unsent Log/Fail, %5 %:. Compulsion & No i, & &IEH
AR IR [ Exist Unsent Log

415 FELTETSIX L B2
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TimeLog: SERTHEXLAPRFZITAIEIEID R

Device Request

"rrid":"2",

"terminalType":"PFS100",

"hardwareVer":"4900",

"terminalID":"1",

"productName" : "WO491",

"deviceSerialNo":"wb2018042802",

"version":"ZD4900 v2.0.180308",

"event":"TimeLog",

"logID":"1",

"time":"2018-05-09-T20:07:33z2",

"userID":"1",

"action":"FP",

"attendStat":"",

"aPStat":"None",

"jobCode":"0",

"photo":"No",

"logImage":"Photo data in base64 encoding",
"RegistPhoto":"Photo data in base64 encoding",

"lockDrive":"Yes",

"userName": "7k =",

"userGender":"5H",

. Y
"userNation": "% ",

<Rrid>: KT

<TerminalType>: HLAFSEAY, AR LT B AW 5 S HFFF 4L AP
<HardwareVer>: {14

<TerminallD>: #l5

<ProductName> :

<DeviceSerialNo>: AL&FME— 7515

<Version>: [&] {4 A

<Event>: HE#E[RIEIHKME

<LogID>: ZitHK Mg

<Time>: %L 7% H i [H]

<UserID>: ZICEKHIH - T 5. Sl 2] xR A, UserlD=0
<Action>: 1%tk 175 B

<AttendStat>: =5 27

<APStat>: il

<JobCode>: RIS

<Photo>: & {5 SEf iR v

<Loglmage>: ST HE Fr £ ¥s.
<RegistPhoto>:y3: /it & v i Hix
<LockDrive>:Yes/No, VR 56 iF il it & R IR BN T[T .
<UserName>:F| " 445, W] %F
<UserGender>:[ F V£, Al =
<UserNation>: /7 [, 7] %*
<UserBirthday>:f F'4EH, wl=s
<UserAddress>: | /' & friilEthihil, w] =%
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"userBirthday":"1999-01-01",

"userAddress": "xx & xx T xx X xx £7E xx & xx 5",
"userAuthority":"xx T xx X xx /",
"userValidDate":"2010.01.01-2020.01.01",
"userIdCardPhoto":"Photo data in base64 encoding",
"userVerifyResult":"Yes",
"userDepartString": "W &REE",
"userNameListString":"HAZH",
"userSN":"44010120001231984X",
"card":"9499024",
"resultWineTest":"0.00,0,0,32",
"temperatur":"26.2,32"

<UserAuthority>:H J7 S HIERE KB, A4S
<UserValidDate>:F J & il A 28, ni &
<UserValidDate>: [ J* & 451 NAIE bG35 FR B LY 6 45 5 Yes/No, B FS
<UserDepartString>:F /' 61 148K, A& ID, A%
<UserNamelListString>: 7 [ % B4 7K, A2 ID, HJ%F
<UserSN>:H F 49w 5, Al

<Card>H KR, WA

<ResultWineTest>: A MR ZE . 0.00,0,0,32

0.00] J2IRSE, H 10 @] Ascl BRR I/, B RRE 2 S/
[0) & %47, 0: mg/100ml,1: g/100ml, 2: g/L, 3: %, 4: %o, 5: mg/L,
6: ug/100ml, 7: g/210L
[o] B45%. 0: IR, 1:
[32] 2%,

A, 2: T

<Temperature>: AR LE R, BARIKEC, 37.2,22.9
[37.2] RN
[22.9] RIMBIAEIRE

AttendStat : [Duty On] E¥E. [Duty Off] F¥f. [Overtime On]in¥EZx 3.
[Overtime Off[INFEZZIR . [InJiR[E]. [Out]FhH

<Action>: [FACE]NAR. [FPIRESUEI. [CDIR A, [PWD]ZASEE
[RemoteCardAtt A FE R A% #l), UL UserlD N5 . [FACE+cD] A+«
[FACE+PWD] A I+ 25 05 . [FACE+FP] A G+384L. [CertificateCard] \IFIET

Server Response
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"response":"TimeLog",

"actid":"2",
"time":"2013-4-11-T11:28:54z",
"feedbackMsg" :"Display in the screen",

"result":"OK/Fail"

<Response>: Timelog, SER 8%,

<Actid>: <Actid> = <Rrid> £iEH/K S .

<Time>: RSGASITIE], WAV E], [FPRNLAE .

<FeedbackMsg>: R 75 #5 18 [E] X 1~ FHE s PLast2a BEAZ X 5l 57 1 2% o
HHFRLEIEFT FHIH o IR Z 510 RARKIE RS 75 S a5 B ES
KR, PL A2y BEI R 75 202 o 1% 5 S 5% <FeedbackMsg> . 471 &
<FeedbackMsg> 42 552 & R H X T F B A2 o

<Result>: OK/Fail, %%

AdminLog: SERTHEEGIRFZS[HIEIRIDR

Device Request

{
"rrid":"44250",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"productName" : "WO491",
"deviceSerialNo":"wb2018042802",
"version":"ZD4900 v2.0.180308",
"event":"AdminLog",
"logID":"1",

<Rrid>: KT

<TerminalType>: HLAFSEAY, AR b BT 2 15 S 7 H- 4L AP
<HardwareVer>: {75

<TerminallD>: Hl'5

<ProductName> :

<DeviceSerialNo>: HL#FME— 7515

<Version>: [ R A

<Event>: HE#E[RIEIEKRMME

<LogID>: it FEK M dw s

<Time>: %13 7% E i [H]
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"time":"2018-05-10-T12:35:142", <AdminlD>: FEIEZHTID, WIRRZHEFLA, MFBHEH0
"adminID":"1", <UserlD>: /571D
"userID":"2", <Action>: BEHdRIIZNE. FI T
"action":"BackupFP", <Stat>: 0~10, 4<Action>=BackupFP H7, UL [ 2 JF 115X 47 5
"stat":"8" FingerNo .

}

Server Response

{ <Response>: Adminlog, SZIEFHICF.
"response":"AdminLog", <Actid>: <Actid> = <Rrid> £ 1EH/KS
"atid":"2", <Time>: JRS5A5ITA], &AWRILI A, [FPRIPLEE F.
"time":"2013-4-11-T11:28:54z2", <Result>: OK/Fail, gk
"result":"OK/Fail"

}

Action

"Unknown"

BackupFP TEIELX
EnrollUserPWD TEETS
EnroliCard TERA
EnrollFace TEIA M
EnrollUser VA1 W
DeleteFace WEA M
DeleteFP WA
DeletePWD W Z 1
DeleteCard V[ e
DeleteAll R FE—TH
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DeleteAllLog WFEH B IR (45 UFE 2 B iRk
DeleteAllEnoll W BTG B

SettingChanged B2 T i A i B

SetTime £ 7T

TakeOffManager TR EPE A

Restore VE A a=4

boot FFHL

DownloadFirmwareSucccess FEE )

Device Request

{ <Rrid>: /KT

"rridv:v2n, <TerminalType>: HLESRAY, MR b~ B AW A& 75 S LE API
"terminalType":"PFS100", <HardwareVer>: f#{fF&
"hardwareVer":"4900",

<TerminallD>: #l5
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}

"terminalID":"1",
"productName" : "WO491",
"deviceSerialNo":"wb2018042802",
"version":"ZD4900 v2.0.180308",
"event":"TimeLogFail",
"time":"2018-05-09-T20:07:332",

Hactionu AR ,

"logImageVR":"Photo data in base64 encoding",
"logImageIR":"Photo data in base64 encoding"

<ProductName> :

<DeviceSerialNo>: #L#sME— 7415
<Version>: [ {FRiA

<Event>: HE#E[RIFiEKMAE
<Time>: ZIC3R 7% E i [H]
<Action>: Tl 7B
<LoglmageVR>: VR ST HE Fr #4f.
<LoglmagelR>: IR SEZHJ & F £ ¥,

Server Response

{

"response'":"TimeLogFail",
"actid":"2",
"time":"2013-4-11-T11:28:54z2",
"result":"OK/Fail"

<Response>: TimelogFail, AiIEEGXT ) SERS 5 #id 5% .
<Actid>: <Actid> = <Rrid> £1ERK S .

<Time>: JRS5ASITA], &AWEILI A, [FPRIPLEE F.
<Result>: OK/Fail, %%

TimeLogCertificateCard: SERFHEX AELEHHE F A RS 2%

Device Request

{

"rrid" . H2 " ,

"terminalType":"PFS100",

<Rrid>: /K5
<TerminalType>: HLE$ISHY, R b 7 BHI W /& 75 SR R 4L AP
<HardwareVer>: fE{f ¥4
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}

"hardwareVer":"4900",

"terminalID":"1",

"productName" : "WO491",
"deviceSerialNo":"wb2018042802",
"version":"ZD4900 v2.0.180308",
"event":'"TimeLogCertificateCard",
"logID":"1",
"time":"2018-05-09-T20:07:332",
"action":"",
"userID":"440102199901013214",
"name":"jK=",

"gender":"5H",

"nation":"®",

"birthday":"1999-01-01",

"address": "xx % XX ﬂi‘ xx X xx ﬁilﬁ XX 7]§ xx 5" ,
"authority":"xx ﬂi‘ xx X xx /" ,
"validDate":"2010.01.01-2020.01.01",
"photo":"Photo data in base64 encoding",
"fingersData":"Data",

"logImage":"Photo data in base64 encoding",

"verifyResult":"Yes"

<TerminallD>: 15
<ProductName> :

<DeviceSerialNo>: #L#sME— 7515
<Version>: [ {4 fi A

<Event>: HE#Z[RIF 5 KA
<LogID>: ZitKMI% T

<Time>: ZIC3R 7% E i [H]
<Action>: T FE, RARIZMIELK AT NEETUIR? 4527 s
<Action>: %105k 175 B
<AttendStat>: =5 #j27
<UserlD>: iZ S ik 564
<Name>. B{}uf5F

<Gender>: G uF )

<Nation>: 17 iF FCI%E
<Birthday>: F1#ul4H
<Address>: 417 il (T 4f
<Authority>: G iFEXPIK
<ValidDate>: & iF & i
<Photo>: H{iEiR
<FingersData>: 14154401
<Loglmage>: ST HE Fr £ ds.
<VerifyResult>: EEXTRC Y, - XTSI

Server Response

{

"response'":"TimeLogCertificateCard",
"actid":"2",
"time":"2013-4-11-T11:28:54z",
"result":"OK/Fail"

<Response>: TimelogCertificateCard, AiIF LT KISEIN % 805 .
<Actid>: <Actid> = <Rrid> 215K S

<Time>: AR55#SIIE], BAWEILLRE], [FP R .

<Result>: OK/Fail, %55
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ReceiveDepartmentCount: SERTHEUCSE SFHEXAIERIT(BHLE) S it

Device Request
{ <Rrid>: KT
"rrid":"2", <TerminalType>: HL#REAY, MR I T BOHI W 2 5 S 5L AP
"terminalType":"PFS100", <HardwareVer>: &
"hardwareVer":"4900", <TerminallD>: #l5
"terminalID":"1", <ProductName> :
"productName" : "WO491", <DeviceSerialNo>: Hl#sME— 7415
"deviceSerialNo":"wb2018042802", <Version>: [ A
"version":"zD4900 v2.0.180308", <Event>: FL[EiEKME
"event":"ReceiveDepartmentCount", < departmentCount >: FiHHEITHINE, json £
"departmentCount": | <id>: B0 M HIME— ID w5 o
{ <departName>: #[]%F
ridr:riv, <departUserCount>: [ %5 M. 1 FH - 4
"departName": "7 =", <allUserCount>: 5[ 1X0F A FH P 480
"departUserCount": "User" <allFaceCount>: B 1% N[ HH P 8=
s
{
"id":"1",
"departName": "5k =",
"departUserCount":"User"
}
I
"allUserCount":"1308",
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"allFaceCount":"1305"
}

Server Response

{
"response" : "ReceiveDepartmentCount",
"actid":"2",
"time":"2013-4-11-T11:28:54zZ2",
"result":"OK/Fail"

<Response>: ReceiveDepartmentCount, AiIEHCXT [SEI 2 B0 5%
<Actid>: <Actid> = <Rrid> 215K 5 .

<Time>: JRS5A5ITA], BAWRILI A, [FPRIPLEE .
<Result>: OK/Fail, &5%

GetAttendancelLog: 3REUEEREFMAFPHIEIEICRE

Server Request

{
"request":"GetAttendancelLog",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"userID":"1",
"startTime":"2017-12-06-T00:00:00z",
"endTime":"2017-12-16-T23:59:592",
"logIDPos":"0"

<Request>: GetAttendancelog, REXFE &S 1E]FIH P B3 IE1E 3% o

<Ccid>: £1EM/K S, long 8. HIn—HEhn.

<Time>: JRSGAITA], &A&WEILI R, FERIPLE E.

<Action_ext>: 1T AMRE, RS ATHEXIME, iz TRtk 422
T E7R, MAEN show, HBAERAIREIKMEDY show, RS a4 aT LSBT (A
R X E A FH R A A4

<UserID>:3REX )46 € FH P 075 8, wleTi, S{E Al A - il
<StartTime>: JREUH LS AU FFAa IS (8], AT, S {E N 45 RN TR | Fr Al %
<EndTime>3RBUIC K S AN /], FIAEIT, AE TR ] 5 Frf il
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<logIDPos>: HIILI, 0 Bi%S, APrAILssR; FEZAE o, BRiR[Elw L Lk
SEAFRIAATE LogD AU, MM TH—ICREREHIE)S, HIAH LogiD
WK, TEERRER K BMRICTN, AKX LogiDPos=78,i% K % #
KIEFT & BRI INEE 78 FRiEXK.

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",

"action_ ext":"show/xx",

"response'":"GetAttendancelLog",

"attendancelog": {

Hlogll : [

1,

"count":

{

"logID":"1",
"time":"2018-05-08-T19:39:43Z2",
"userID":"1",

"action":"FACE",
"attendStat":"",
"aPStat":'"None",

"jobCode":"0",

"photo" :"No"

ll2ll’

"logIDBeginPos":"1"

<Actid>: <Actid>%% F<Ccid>

<TerminalType>: HLAFZEAY, ARYE 2 B A2 13 S 548 API
<HardwareVer>: ffiff &

<TerminallD>: #l5

<DeviceSerialNo>: M 2sME— 7415

<Version>: [ {FRiiA

<Action_ext>: H#ZFIEIERIME

<Response>: EL#%[F & 1H5 K {E

<AttendanceLog Count="10" LogIDBeginPos="1">: Count: £ ¥ Kik% >
ZFdx, MRS AT HIBE RHEGERE; LogiDBeginPos: 4 MUtkESL 1D FF
U8R IR R A IE SR, T 4RSS 48 R R SRR — 2% Bkl ki 2.
Count=" 1" LoglDBeginPos=" 78" ,3HH H K i% LogID=78 it k. >
<log>: XM TFILHR

<LogID>: ZidE M5

<Time>: Z1C3RK 75 & [H]

<UserID>: ZidsxIH P L5

<Action>: 1105 175 B 3

<AttendStat>: 5 HjJA

<APStat>: il

<JobCode>: iR AHY

<Photo>: SEAHE

<Result>: OK/Exist Unsent Log/Fail, 54
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"result":"OK"

GetAttendanceLogPhoto: #FKEUE&IFIZFAVITIHICR

Server Request

{

"request":"GetAttendanceLogPhoto",
HccidH : ll2ll ,

"time":"2013-4-11-T11:28:54Z",

<Request>: GetAttendancelogPhoto, 3KHN#HEEiC¢ ID HILGUEE Fr o
<Ccid>: £iEI/KS, long B, EIN—H400,

<Time>: JRS5EMTIA], &AW E, 2P RPLEE .

<Action_ext>: 1T NFRE, =MRBSHTTHE X IE, insm N R4 2

"action_ext":"show/xx", MTEo, HAEHY show, BARFEREIFMEN show, ARks5#mT LI
"logID":"1" (B R 5 X TR AU 4

} <loglD>: i3 ID. fR¥E GetAttendancelog FAHAF & o

Device Response
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"actid":"2",
"terminalType":"PFS100",
"hardwareVer" :"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"GetUserPhoto",
"logID":"1",

"photoData":"Photo data",
"result":"OK"

<Actid>: <Actid>%§ F<Ccid>

<TerminalType>: HLEERAY, MR T B AW 2 5 S RFHELS API
<HardwareVer>: &

<TerminallD>: #l%5

<DeviceSerialNo>: HL#SHE— 7515

<Version>: [l fFRA

<Action_ext>: H#2 [R5 KR {E

<Response>: H.#2 AR 15K MI{H

<loglD>: 3% ID. tR#E GetAttendancelog H AT & o
<PhotoData>: Uil ic sk 7 1) base6d P4 Hi o
<Result>: OK/Fail, %55

GetLogSetting: FKENCFHIEE

Server Request
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"request":"GetLogSetting",
Hccidu : ||2|| ,

"time":"2013-4-11-T11:28:54Z",

<Request>: GetlogSetting, FRHUICFKKHE .

<Ccid>: £1E/K S, long B, Hhn—HEhn.

<Time>: RSGASITIE], BAWEILLRE], [FPRNLEE E.

<Action_ext>: 1T A&, MRS HE IE, Winsim N R4 2

"action_ext":"show/xx" MF 8o, BED show, A4 BLEIRIBIIME show, AR5 AT LA LS
} KA e X HE PR 4
Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response":"GetLogSetting",
"attLogWarning":"1000",
"managerLogWarning":"100",
"reVerifyTime":"3",

"result":"OK"

<Actid>: <Actid>%% F<Ccid>

<TerminalType>: HLASSRAY, R4 b BT 2 75 SRR R 2L API
<HardwareVer>: fififF&

<TerminallD>: #l5

<DeviceSerialNo>: M 2sME— 7415

<Version>: [EfFfRA

<Action_ext>: H#ZFRIE1ER A

<Response>: HFZ[FRIFiEKI{E

<AttLogWarning>:R[ 1%k, 47 F BEIC R A E AR, HRE
<ManagerLogWarning>: P 1%, 4| NE IR AR A LER, RE
<ReVerifyTime>: Rl 1%, TEZAEH B EREIPN, EEFTRAEILS, 20508,
<Result>: OK/Exist Unsent Log/Fail, 455 .

SetLogSetting: EIZFIEE

Server Request

{

"request":"SetLogSetting",

<Request>: SetlogSetting, ¥ B it ki H .
<Ccid>: 21K S, long B4, HIn—HEhn.
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"eccid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"attLogWarning":"1000",
"managerLogWarning":"100",
"reVerifyTime":"3"

}

<Time>: RSG#SITIE], WAV E], [FPRNLEE E.

<Action_ext>: 1T AMRE, MRS HE IE, Winzsim N R4 2
T 87w, WAEN show, HBA &R A FIME A show, ArF5#S AT LA W HAE
R X H A FH R A A 4

<AttLogWarning>: 1 i, % H il kA= NIZER, KE
<ManagerLogWarning>: 1] i, 47 T & HIL KA B NIZER, KE
<ReVerifyTime>: Rl 1%k, TEZAHEEM BN, EEFTRA LD, 100508

Device Response

{
"actid":"2",
"terminalType" :"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"SetLogSetting",

"result":"OK"

<Actid>: <Actid>%% T <Ccid>

<TerminalType>: HL#REAY, MR LT BOHI W 2 5 S 5L AP
<HardwareVer>: {4 V-5

<TerminallD>: #l5

<DeviceSerialNo>: AL&FME— 7515

<Version>: [&] {4 A

<Action_ext>: HERIZIERIME

<Response>: E 2[RI iR I{E

<Result>: OK/Fail, %55,

AccessStatus: HEII®IRES

Server Request
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"request":"AccessStatus",
Hccidn : 112 " ,
"time":"2013-4-11-T11:28:54Z",

"action_ext":"show/xx"

<Request>: AccessStatus, FRHCYHTTIZRES.

<Ccid>: =1EM/KS, long B, Hin—3Ehn.

<Time>: JRSSHESIIIE], WA BIdbmE, [FEE2HL8E E.

<Action_ext>: TN, RS0 A UE, sy MR IES 2
AT %R, WEA show, IARZIREIFIESR show, JRkssHE T LAt
1B S Hff o X B FH R A AT 4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"AccessStatus",
"lockReleaseStatus":"Yes",
"doorSensoStatus":"Open",
"alarmStatus":"None",

"result":"OK/Fail"

<Actid>: <Actid>%5T-<Ccid>

<TerminalType>: HLEFZEAY, ARYE - B AW A2 753 S R 4L AP
<HardwareVer>: f#f4F-&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {fRA

<Action_ext>: EL4% 01515 K HIMH

<Response>: EL#% A& iR E

<LockReleaseStatus>: Yes/No. Yes £ K5/,
<DoorSensoStatus>: Open/Close. Close NI 1 A& o
<AlarmStatus>: DoorNotClosed/IllegalOpen/Duress/Tamper/Linkage/BlackList.
WERE

DoorNotClosed: | JHER 5 R THRE

lllegalOpen: A LA GAERIFEIETT T,

Duress: JHBHRZE

Tamper: Bl

Linkage: B2 it &

BlackList: 22 44 FLHR 5,

<Result>: OK/Exist Unsent Log/Fail, 5%
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GetAccessSetting: FEITZEWNEXREE

Server Request

{
"request":"GetAccessSetting",
Hccidll : HZH ,
"time":"2013-4-11-T11:28:54z72",

"action_ext":"show/xx"

<Request>: GetAccessSetting, FRHUI TZERIIEA K & .

<Ccid>: £IEM/KST, long B4, Hhn—Hhn.

<Time>: JRS5AITAE], &AWEIIE, FPRPLEE E.

<Action_ext>: 17 NFrE, =S4T HE UE, iz T RILTE 22
T R7x, AN show, IABEREIFIEN show, ARSSHS AT LUAIT
B RA s X H s R A4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",

"action_ext":"show/xx",

<Actid>: <Actid>%T-<Ccid>

<TerminalType>: AL#5 288, AR 67 B I W& 75 SR AL AP
<HardwareVer>: T &

<TerminallD>: #l%5

<DeviceSerialNo>: Hl#zME— 7715

<Version>: [El{FhA

<Action_ext>: H£ IR 1EKIIME

<Response>: HE [ RiERIE
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"response'":"GetAccessSetting",
"lockReleaseTime" : "CustomOpen",
"verifyPassLockReleaseTime":"5",
"passTime":"00:00-23:59",
"allWeek":"No",
"startWeek":"Sun",
"endWeek" : "Sun",
"doorOpenTimeout":"20",
"doorSensorType" : "None",
"duressAlarm":"Yes",
"linkageAlarm":"Yes",
"tamperAlarm":"Yes",
"nameListAlarm": {
"list": [
{
"ip":"1",

"alarm":"Yes"

HiDH . ”2”,

"alarm" :"No"

}y

"wGOutputFormat":"26",
"wGOutputContent" :"UserID",
"WGOutputCardAlway":"Yes",
"WGInputFormat":"26",
"DeviceInOutType":"In",

<LockReleaseTime>:AlwayClose/AlwayOpen/Custom. AlwayClose &% [, A
B A EAREFFT; AlwayOpen J& % JF5 CustomOpen A& H & ST THS
[H] -

<VerifyPassLockReleaseTime>: *4j<LockReleaseTime>=CustomOpen £ 2, % ik
TR IR Bh a4

<PassTime>: 24<LockReleaseTime>=CustomOpen H &%, 1EZI B 181 I
<AllWeek>:Yes/No, *4<LockReleaseTime>=CustomOpen %%, & — & H
. R, XK KI<PassTimes> 1 7] B N EFF 1] -

<StartWeek>: >4<LockReleaseTime>=CustomOpen A, #4521/
<EndWeek>: *4<LockReleaseTime>=CustomOpen H ¥, ZZHIEZH /L.
<DoorOpenTimeout>:JF [ TiEH T o
<DoorSensorType>:None/NormallyClose/NormallyOpen.None &7~ 7% A i,
NormallyClose 7% %L 1HE, NormallyOpen 37~ JF- 54 THE
<DuressAlarm>:Yes/No, MHEIRZEE) 55

<LinkageAlarm>:Yes/No, Bzl 55155

<TamperAlarm>:Yes/No, [iiFikE 58155
<NamelListAlarm>: % LR E 5 R FIK, Count A ul LEHIAFKE, 1D 4245 H
9 ID, Alarm # Yes ti %5 BHIN G F IR E, No IR EE
<WGOutputFormat>:26/34/66, HiR#H#, FR 26 MFIR 34 FHiK 66
<WGOutputContent>:UserlD/UserlDorCard, FHiR%rH %, H /1D, 8 H
FD MRtEE—F( A FILAELFS, BFERTS).

<Result>: OK/Exist Unsent Log/Fail, 5.
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"result":"OK/Fail"

SetAccessSetting: EEITHENREKNEE

Server Request

{
"request'":"SetAccessSetting",
"ecid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"lockReleaseTime" : "CustomOpen",
"verifyPassLockReleaseTime":"5",
"passTime":"00:00-23:59",
"allWeek":"No",
"startWeek":"Sun",
"endWeek" :"Sun",
"doorOpenTimeout":"20",
"doorSensorType" : "None",
"duressAlarm":'"Yes",
"linkageAlarm":"Yes",
"tamperAlarm":"Yes",
"nameListAlarm": {
"list": [
{
"ID":"1",

<Request>: SetAccessSetting, 1% & [ JZEHIIEA K H .

<Ccid>: <1E/KS, long 8. HIN—3Hh0.

<Time>: JRS5ERMHIA], BAWSIE, 2P RPLEE .

<Action_ext>: 1T RFRE, =R HE UE, iz TR UILTE 22
T E7R, AN show, HABEREIFIEN show, ARSSAATLUAIT
B RA s X H S R A A4
<LockReleaseTime>:AlwayClose/AlwayOpen/Custom. AlwayClose &% 4, A
B A NESARETFT; AlwayOpen J& % JT; CustomOpen & H & SUT [ T
] o

<VerifyPassLockReleaseTime>: *4<LockReleaseTime>=CustomOpen A %, % iF
I T AR Sh At R A

<PassTime>: 4<LockReleaseTime>=CustomOpen H &%, EZI B 1815 TT
<AllWeek>:Yes/No, *4<LockReleaseTime>=CustomOpen %%, =& A
B WA, XK KI<PassTimes> BT A B N EFF 1] o

<StartWeek>: 24<LockReleaseTime>=CustomOpen %, 7F452#1/L.
<EndWeek>: *4<LockReleaseTime>=CustomOpen H ¥4, ZZHIEH /L.
<DoorOpenTimeout>: 7/ [ »
<DoorSensorType>:None/NormallyClose/NormallyOpen.None 7% 1/,
NormallyClose 77 i 7171 #%, NormallyOpen 77 75 72801 T4 »
<DuressAlarm>:Yes/No, iR Z 51574
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}

"alarm":"Yes"

"ID":HZH,

"alarm":"NO”

by

"WGOutputFormat":"26",

"WGOutputContent":"UserID"
"WGOutputCardAlway":"Yes",

"WGInputFormat":"26",

"DeviceInOutType":"In",

<LinkageAlarm>:Yes/No, HzjRZ )7 5)5 7%

<TamperAlarm>:Yes/No, Ki#riRZ)H 5157

<NamelListAlarm>: % AR E 5 R FIK, Count K ul EHIAFE, 1D 245 H
9 ID, Alarm # Yes piiZ 5 EHIN ZIT FSIRE, No 1 IRE.
<WGOutputFormat>:26/34, HiR# 1115, Ttk 26 FITHR 34
<WGOutputContent>:UserID/UserlDorCard, FHR%iH 75, H/7 1D, ZLEH
JID FIFIERE—FU A FILEL RS, REGKLS).

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":'"SetAccessSetting",

"result":"OK/Fail"

<Actid>: <Actid>%T<Ccid>

<TerminalType>: AL#S2AY, AR G 7 B I W& 75 SRR LE AP
<HardwareVer>: fififfF&

<TerminallD>: #l%

<DeviceSerialNo>: HL#sME— 7415

<Version>: [l ffRA

<Action_ext>: H£[RIRI1EKIIME

<Response>: H.FZ[RIE iR 1ME

<Result>: OK/Fail, %%,
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GetAccessList: FREUTEMNPREHE 2 A

Server Request

{ <Request>: GetAccessList, FRHX[ JZEF PR SEHE 44 5.,
"request":"GetAccessList", <Ccid>: 21K S, long B, HIn—34 0.
"cecid":"2", <Time>: JRSSARMSIE], WAL TE, [F22IHLEE .
"time":"2013-4-11-T11:28:542", <Action_ext>: 1T AMRE, =RE#HEATHE XHAE, s R R ILiES 2
"action_ext":"show/xx" TR, A show, HBAREIREIFEA show, Hxssasnl LAt

} B RA 5 X H s R A A4

Device Response

{ <Actid>: <Actid>2 T <Ccid>
"actid":"2", <TerminalType>: AHLESZEAY, ARHE 7~ B A2 75 S FFRELE AP
"terminalType" : "PFS100", <HardwareVer>: T &
"hardwareVer":"4900", <TerminallD>: #l5
"terminalID":"1", <DeviceSerialNo>: HL25ME— 7515
"deviceSerialNo":"wb2018042801", <Version>: [ {4
"version":"zD4900 v2.0.180308", <Action_ext>: L4 & 1% R 11H
"action_ext":"show/xx", <Response>: BRI iERIME
"response":"GetAccessList", <AccessList Count="2">: AccessList & I FIFRXT R, Count K FHE2L.
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"accessList"
"list": [
{

1,

"count":

}y

:

"use":"Yes",

"allDateTime":"No",
"startDateTime":"2000-01-01-T00:00M",
"endDateTime":"2020-12-31-T23:59M",
"allWeek":'"Yes",

"startWeek":"Sun",

"endWeek" :"Sun",

"nameList":"1",

"access":

"ID": lvllv

"Yes" ,

"use":"No",

"allDateTime" :"No",
"startDateTime":"2000-01-01-T00:00M",
"endDateTime":"2020-12-31-T23:59M",
"allWeek":'"Yes",

"startWeek":"Sun",

"endWeek" :"Sun",

"nameList":"2",

"access":"Yes",
HIDH : H2H
H2H

<list ID="1">: List ZHIEN R o ID K3 HIEHI 5

<Use>: Yes/No, #2755 /HiZ#Hs.

<AllDateTime>:Yes/No, Yes 27K A HAHT I, No JEH FEHIHT 1875
<StartDateTime>: FHE[HT7F45 I 1E] 7] 77)

<EndDateTime>: ZZH& 22 4 [ AT B BT 77)

<AllWeek>:Yes/No, Yes ZXKAEH, No WM T2 5 H
<StartWeek>: ZH 197146 /2 A

<EndWeek>: 5[4 H 42 HY

<Namelist>: & 4 )47 5" »

<Access>: Yes/No,Yes 9 a] LIFF/].

<Result>: OK/Exist Unsent Log/Fail, 5.
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"result":"OK/Fail"

SetAccesslList: B TENPRFEK S H

Server Request

{
"request'":"SetAccessList",
"eccid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ ext":"show/xx",
"action":"Add/Delete",
"accessListID":"1",
"accessList": {
"list": [
{
"use":"Yes",
"allDateTime":"No",

"startDateTime":"2000-01-01-T00:00M",

<Request>: SetAccessList, % & [ J2ERLSR % 44 L,

<Ccid>: £ iE/AKS, long 8. HII—#hn0.

<Time>: JRSGAEITE], RAWBILIE, FPRIPLEE .

<Action_ext>: TN, RS HE UE, iz R IIES 2
MT 7R, AN show, HAEEREIFIEN show, HRs5#E 0T LLAIET L
B R M 1 I B FH R A AT 4

<Action>: Add/Delete, Add 275, Delete /5%

<AccessListiD>: 4 Delete #/, EIBMIGFXTIIHIFNME . UIFREEZHT, T
LEVHENE . I F A

<Accesslist Count="2">: AccessList & KM F RN H, Count K FME#.
<list ID="1">: List £ RIS R o 1D Ky FHE TS

<Use>: Yes/No, A&7/ /HiZ7Ms,

<AllDateTime>:Yes/No, Yes 2K A [HH/ /], No W&/ FIEIHINT [H]7E F
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}

"endDateTime":"2020-12-31-T23:59M",
"allWeek":"Yes",

"startWeek":"Sun",

"endWeek" :"Sun",

"nameList":"1",

"access'":

"ID": lvllv

"Yag" ,

"use":"Yes",

"allDateTime":"No",
"startDateTime":"2000-01-01-T00:00M",
"endDateTime":"2020-12-31-T23:59M",
"allWeek":"Yes",

"startWeek":"Sun",

"endWeek" :"Sun",

"nameList":"2",

"access":

"TD": H2H

"Yes" ,

<StartDateTime>: FHE[T7F46 I 1E] 7] 77)

<EndDateTime>: FZH& 22 4 [ AT B[ BT 77)

<AllWeek>:Yes/No, Yes ZKAEH, No W& T2 5 #H
<StartWeek>: F 5 197145 2 H]

<EndWeek>: FH 11925 42 HY

< Namelist >: 2 H 1T %75

<Access>: Yes/No,Yes 9 a] LIFF/].

Device Response
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"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'":"SetAccessList",

"result":"OK/Fail"

<Actid>: <Actid>%§F<Ccid>

<TerminalType>: AHLEFZRAY, AR B A2 75 S FFRELE AP
<HardwareVer>: -5

<TerminallD>: #l%5

<DeviceSerialNo>: HL#SHE— 7515

<Version>: [f] {4 A

<Action_ext>: H#2[RI R 15K M{E

<Response>: H.#2[AI R 15K M{EH

<Result>: OK/Fail, %53,

RemoteOpen: MEBRITIEFI]

Server Request

{

"request":"RemoteOpen",
"eccid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",

"encCode" :"Df84 .wf70kdehh"

<Request>: RemoteOpen, LFEFF1].

<Ccid>: 21EW/K S, long B, HIn—3E 0.

<Time>: RG], &AWEIIE, FPRPLE .

<Action_ext>: 17 NFrE, =S40 HE IE, iz R ITE 42
T R7x, AN show, AAEEREIFIMEN show, RS2 AT LU
B RA 5 X H s R A A4

<EncCode>: AES f%% (Gl ) 73%).AES Rl T .

BH 3 =Ccid+Time+SerialNo+UserID;

% 4H=CloudID;
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Mode = CipherMode.ECB;
Padding = PaddingMode.PKCS7;
KeySize = 128;

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'" : "RemoteOpen",

"result":"OK/Fail"

<Actid>: <Actid>Z%T<Ccid>

<TerminalType>: HLEFZEAY, ARHE - B AW A2 7153 S R LE AP
<HardwareVer>: {4 F&

<TerminallD>: #l5

<DeviceSerialNo>: HL2sME— 7515

<Version>: [l {FRA

<Action_ext>: H.#%[F & 15K ME

<Response>: H.#%& A& iR E

<Result>: OK/Fail, 4R. B&ZWERERE, Wah18L, MIEE Result=0K

GetPassIDcardNo: FREUE&EHEPERAIIHFMESH

Server Request
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"request":"GetPassIDcardNo",
"Ccid" . H2 " ,
"time":"2013-4-11-T11:28:54Zz2",

"action_ext":"show/xx"

<Request>: GetPass|DcardNo, FRECBCA A BFRITTTH S IE 565 .
<Ccid>: 21K S, long . BHhIn—34 0.

<Time>: JRS5E5MHA], WAL E, [F2P 2P .

<Action_ext>: 1T AMRE, =ARSARATH E LHE, Hinzim N R T2 =&
T %R, WEA show, FARFAIREIEA show, JRF5# AT LAK T
(B RA s X H S R A A4 .

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response'" :"GetPassIDcardNo",
"type":"",

"iDcardCount":"2",
"iDcardNo":"440101200012319876,44010219991223123X",
"result":"OK"

<Actid>: <Actid>Z%T<Ccid>

<TerminalType>: HLEFZEAY, ARPE - B AW A2 73 SR 4L AP
<HardwareVer>: fifif4F-&

<TerminallD>: #l5

<DeviceSerialNo>: HL2ME— ¢ 415

<Version>: [l {FRA

<Action_ext>: H.#%[FE 15K E

<Response>: HFZ[RIFiERIME
<Type>:AllPass, AlINotPass, ListPass, ListNotPass
<IDcardCount>: 7 X [RITZ 17 5 #5645

<IDcardNo>: ARRFF I THI S riuE 58S, FEC MRt
<Result>: OK/Fail, 5.

SetPassIDcardNo: JREUSE&ZFBIBFNRFIINFIHES TS

Server Request
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"request'":"SetPassIDcardNo",
"cecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"action":"Update/Add/Delete",
"type":"ListNotPass",
"iDcardCount":"2",

"iDcardNo":"440101200012319876,44010219991223123X"

<Request>: SetPassIDcardNo, ¥ & & & AR RIT 1) Bk 505
<Ccid>: 215K S, long B, EIN—34h0.

<Time>: JRSSHESIIIE], WA BIMbIE, [FEE2RHLE E.

<Action_ext>: 1T AMRE, RS HE MAE, thinzim Bk 42
T 27w, MAEA show, HABAREIIMES show, RS AT LLAIKL
(B R A S X F R AU 4

<Action>: Update/Add/Delete,Update & 75 & id #4113 14 515 Add 21
W a5 CH HITIZE PG T IEHI G 075 5; Delete M) #5194 17515,
1E<IDcardNo> 25549175, FEEMs
<Type>:AllPass, Al INotPass, ListPass, ListNotPass
<IDcardCount>: A I RHTZ 17 S 5.6 4 -

<IDcardNo>. HAAURFF T S iE 55, T M.

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"SetPassIDcardNo",
"iDcardCount":"2",

"result":"OK"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: AL#5AY, AR G 7 B I W& 75 SRR LE AP
<HardwareVer>: fifif} &

<TerminallD>: #l%5

<DeviceSerialNo>: HL#sME— 7415

<Version>: [l {4fA

<Action_ext>: EL4% 01515 3K HI1H

<Response>: EL#% A& iR E
<IDcardCount>: I Z G IR T 155 15 5 20 »

<Result>: OK/Fail, %%,
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GetStoreStatus: FEUISZFHINESEIRE

Server Request

{ <Request>: GetStoreStatus, FHHK AT FEIRE .
"request":"GetStoreStatus", <Ccid>: 21K S, long B, HiIn—3 0.
"ceid":"2", <Time>: JRSSARMS[E], WAL TR, [F2 2L .
"time":"2013-4-11-T11:28:54z2", <Action_ext>: T NFRE, MRG0T HE E, iz ™R TS 42
"action_ext":"show/xx" T R7R, AN show, HABREREIRIEA show, IR a4 AT LKW

} B RA s X H s R A4

Device Response

{ <Actid>: <Actid>2% T <Ccid>
"actid":"2", <TerminalType>: AHLEFZEAY, AR¥E 7~ B AW A2 75 S FFRELE AP
"terminalType":"PFS100", <HardwareVer>: H{FF &
"hardwareVer":"4900", <TerminallD>: L5
"terminalID":"1", <DeviceSerialNo>: HLasME— #7515
"deviceSerialNo":"wb2018042801", <Version>: [f{4FhRAS
"version":"ZD4900 v2.0.180308", <Action_ext>: ELE[EIEIERIHE
"action_ext":"show/xx", <Response>: E 2[RI RiERIE
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"response":"GetStoreStatus",
"managerCount": "xxx-yyy",
"userCount": "xxx-yyy",
"faceCount": "xx-yyy",
"fpCount": "xxx-yyy",
"cardCount": "xxx-yyy",
"pwdCount" : "xxx-yyy",
"timeLogCount":"zzz-xxx-yyy",
"manageLogCount":"zzz-xxx-yyy",
"photoLogCount": "zzz-xxx-yyy",
"result":"OK"

<ManagerCount>: xxx CWEME HE G35 yyy A8 H AL

<UserCount>: xxx CYEM P ELyyy & H P %L

<FaceCount>: xxx CEM AKEELyyy & A%

<FpCount>: xxx CYEMIESCELyyy B 484808
<CardCount>: xxx CFMK A Eyyy &+ A%
<PwdCount>: xxx CEM DAL yyy 5%

<TimelogCount>: zzz A AL RS &% xxx & HEIC KA yyy A% Ed R H
<ManagelogCount>: zzz A& FAE RS xxx O & F 0 R E yyy VB FE IO R HL
<PhotologCount>: zzz A _FAEARSS &% xxx B A 1088 yyy S8 1E 50
<Result>: OK/Fail, %53,
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GetDevicelnfo: FEEIEZE &R

Server Request

{

"request'":"GetDeviceInfo",
"ccid" : H2 n ,
"time":"2013-4-11-T11:28:54Z",

"action_ext":"show/xx"

<Request>: GetDevicelnfo, FREN# &5 5 -

<Ccid>: &1EMI/K S, long . B N—3h.

<Time>: RSGEMHA], &AW E, F2PRPLEE .

<Action_ext>: 1T AFRE, MRS HE E, Wiz ™R TS 42
TR, AN show, HABEREIFIEA show, IR AT LKW
B RA s X H S R A A4

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"GetDeviceInfo",
"releasedTime":"2010-4-11",
"productName" : "AK47",
"manufacturer":"Russia'",

"result":"OK"

<Actid>: <Actid>Z%T-<Ccid>
<TerminalType>: AL#52AY, AR 67 B I W& 75 SR 4L AP
<HardwareVer>: ffifH-F&
<TerminallD>: #l5
<DeviceSerialNo>: HLEsME— 7515
<Version>: [l {FRA
<Action_ext>: H# IR 15K IIME
<Response>: EL#& A& iR ME
<ReleasedTime>: W) K E]
<ProductName>: %5
<Manufacturer>: 1 % il i& i
<Result>: OK/Fail, %53,
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Logolmage: i&E logo El&

Server Request

{ <Request>: Logolmage, ¥ & logo K% .
"request":"LogoImage", <Ccid>: 21K S, long B, HiIn—3 0.
"eeid":"2", <Time>: RIS TE], WAAWEE, FE2PRENEE.
"time":"2013-4-11-T11:28:54Z", <Action_ext>: 1T NIRE, =MRS#4 0T HE SUE, thinzm TR RS 2
"action_ext":"show/xx", T8, HAEHY show, BAREREIFMEN show, ARks54mT LI
"imageSize":"5543", B R X E i R A A 4 -
"imageData":"data" <UserlD>: L5, IE#,

} <ImageSize>: logo FE IR /IMCFE

<IlmageData>: logo base64 % ¥

Device Response

{ <Actid>: <Actid>%% T-<Ccid>
"actid":"2", <TerminalType>: AHLEFZEAY, AR¥E I~ B A2 75 S FF R 4L AP
"terminalType":"PFS100", <HardwareVer>: f#if4F-&
"hardwareVer":"4900", <TerminallD>: #l5
"terminalID":"1", <DeviceSerialNo>: HLasHE— 7515
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"deviceSerialNo":"wb2018042801", <Version>: [ { A%
"version":"ZD4900 v2.0.180308", <Action_ext>: BL¥%[E G iE R 11H
"action_ext":"show/xx", <Response>: FL#Z[0| & iR KME
"response":"LogoImage", <Result>: OK/Fail
"result":"OK"

}

PINGPONG: 1>Bk

Device Request

{ <Event>: PingPong, http 0>k [a], HRIE A1 E pingPong 15 %E M1 [H] & i
"rrid":"2", [E]HEIE
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"productName" : "WO491",
"deviceSerialNo":"wb2018042802",
"version":"ZD4900 v2.0.180308",
"event":"PingPong"

}

Server Response
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"response':"PingPong",

"actid" . " 2 " ,
"time":"2013-4-11-T11:28:54Z",
"result":"OK "

<Fvent>: PingPong, [0l %40k,

CheckPhoto: BB FRIRI&RKLEEXT

Server Request

{

"request" :"CheckPhoto",
"eccid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ ext":"show/xx",
"photoSize":"5543",
"photoData":"Photo data"

<Request>: CheckPhoto, JHEIdHEFA A AT IR E.

<Ccid>: £ iE/KS, long 8. HInI—#h0.

<Time>: JRSGAEITAE], RAWBILIE, [FPRIPLEE .

<Action_ext>: T NbRE, =MRSGEHFHEIE, sy RIS 2
MTR7R, AN show, IPAEAGREIPIMEN show, M55 AT LLAIWT I
B R 1 IX B30 FH R AMAT 4

<PhotoSize>: SIZMI K/

<PhotoData>: k&%

Device Response

{

Hactidﬂ : l12 " ,
"terminalType" :"PFS100",

"hardwareVer" :"4900",

<Actid>: <Actid>%§ F-<Ccid>

<TerminalType>: ALER2EAY, AR G 7 BFIWT & 75 SR FE L8 AP
<HardwareVer>: P&

<TerminallD>: #l5
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"terminalID":"1",

"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",

"action_ext":"show/xx",
"response" :"CheckPhoto",
"top":"14",
"bottom":"54",
"left":"85",
"right":"125",
"pitch":"54",
"roll":"85",
"yaw":"125",
"confidence":"0.71",
"message" : ""NoFace",

"result":"OK"

<DeviceSerialNo>: HL#SHE— 7515

<Version>: [A[fFRA

<Action_ext>: H#2[R 15K {E

<Response>: H 2[RI RiERME

<Top>: [AJGTHHEIALT[HE A TR

<Bottom>: [ AJGJEHBINL [ F TR E &5 .

<Left>: [ AN T L) ES .

<Right>: [AJA LT[ AL s .

<Pitch>: fF{H A, M-90 2l+90, WHE M Flefk N, BHIF Thek Ak,
<Roll>: JR¥AA, M-90 £I+90, ke mZIE N, k¥ EA)E NIk,
<Yaw>: WM, M-90 £|+90, KV Ze et i, KVt ek Ak,
<Confidence>: B(EJE, ZMBAHIEME, 01, BIAKTHT 0.7 4 61%.
<Message>: il 5 1945 %,

Normal: 1E%;

NoFace: A ANJKi;

UndulyAngle: A\ Ji /1 FE 1K

<Result>: OK/Fail

VerifyPhotoToCamera:

R FIR & Sk EE Xt

Server Request
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"request":"VerifyPhotoToCamera",
"ecid":"2",
"time":"2013-4-11-T11:28:54z",
"action_ext":"show/xx",
"photoSize":"5543",
"photoData":"Photo data"

<Request>: SetUserPhoto, F&KIg5E UserlD [VEM K&, W 6= maE
PN -

<Ccid>: £1EW/K S, long B, BIn—34 0.

<Time>: JREGAEMIE], BAWB ], FEDRNEE E.

<Action_ext>: 1T Ns&, =S40 HE IE, iz B R tkE 42
MT %R, WEA show, IPABREREIIIMEN show, AR HT LKL
(B RA s X H S R A A4

<UserlD>: .5, IE#EA,

<PhotoSize>: SRR/ AE

<PhotoData>: k1&##

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ ext":"show/xx",
"response'":"VerifyPhotoToCamera",
"result":"OK",

"similarity":"86"

<Actid>: <Actid>%%F<Ccid>

<TerminalType>: AL#SAY, AR G 7 B W& 75 SR A48 AP
<HardwareVer>: fifif4F-&

<TerminallD>: #l%

<DeviceSerialNo>: HlLAsME— %15

<Version>: [l {fRA

<Action_ext>: EL4% 0151 3K HI1H

<Response>: EL#% A& iR E

<UserlD>: 1.5, IE#AL,

<AlreadyEnrolled>: KfiZ L4 v3 M FH 7 1) 1D A& 515K .

<Result>: OK/NoFace/FaceAlreadyEnrolled/Fail

NoFace: F &M AR EIAN, 8 A/, SERArmESA .
FaceAlreadyEnrolled: & I8 i & # U iEM L, #EMm A R LS5 1E
<AlreadyEnrolled>F .
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VerifyPhotoToPhoto: BFFER ALt

Server Request

{

}

"request":"VerifyPhotoToPhoto",
"eccid":"2",
"time":"2013-4-11-T11:28:54Z",
"action_ext":"show/xx",
"photoSizel":"5543",
"photoDatal":"Photo data",
"photoSize2":"5543",
"photoData2":"Photo data"

<Request>: SetUserPhoto, [ KHI85E UserlD HIVEM A%, " W6~ HE
MK -

<Ccid>: &1EMI/K S, long . B N—3m.

<Time>: JRS5ASMTIA], WAL E, [F2PRPLEE .

<Action_ext>: 1T NbRE, =MRFATTHE X IE, insm N RIS 2
T R7x, AN show, MBABAIREIFMEN show, R AT LKW
B RA s X H S R A A4

<UserlD>: .5, IE#EA,

<PhotoSize>: KAGIIR/NKSE

<PhotoData>: k1&##

Device Response

{

"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"VerifyPhotoToPhoto",
"result":"OK",

"similarity":"86"

<Actid>: <Actid>%%F-<Ccid>

<TerminalType>: HLEFZEAY, ARFE 2 B AW A2 75 S R LE AP
<HardwareVer>: ffif-F&

<TerminallD>: #l5

<DeviceSerialNo>: HLEsME— 7515

<Version>: [ElfFhA

<Action_ext>: H£ IR 15K IIME

<Response>: HFZ[FIE iR 1A

<UserlD>: .5, IE#EM,

<AlreadyEnrolled>: $1Z 2Ly EM A 1 1D £Z 55Kk .

<Result>: OK/NoFace/FaceAlreadyEnrolled/Fail

NoFace: F &M AR EIAN, 8 A/, sSERArmEA .
FaceAlreadyEnrolled: T & 18 iy &4 U NEM I, #FEM A R T51E
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<AlreadyEnrolled>FE .

VerifyldCardToCamera: S IEMIESG L xt

Server Request

{
"request":"VerifyIdCardToCamera",
HccidH : ll2ll ,
"time":"2013-4-11-T11:28:54z2",

"action_ext":"show/xx"

<Request>: SetUserPhoto, K &KIg5E UserlD [IVEM LG, W 6= maE
MK -

<Ccid>: &1EMI/K S, long . B N—3.

<Time>: JRS5EEMHIA], WA E, 2P RPLEE .

<Action_ext>: 1T NFR&E, =MRBATHE X IE, insm N R4 2
T E7x, AN show, MBABAIREIFMEN show, RS AT LKW
B RA s X H S R A A4

Device Response

{
"actid":"2",
"terminalType":"PFS100",
"hardwareVer":"4900",
"terminalID":"1",
"deviceSerialNo":"wb2018042801",
"version":"ZD4900 v2.0.180308",
"action_ext":"show/xx",
"response":"VerifyIdCardToCamera",
"result":"OK",

"similarity":"86",

<Actid>: <Actid>Z%T-<Ccid>

<TerminalType>: AL#S2AY, A G 7 B I W& 75 SR AL AP
<HardwareVer>: fifif4-F-&

<TerminallD>: #l%5

<DeviceSerialNo>: Hl#zME— 7715

<Version>: [El{FhA

<Action_ext>: H£ IR 15K IIME

<Response>: EL#& (A& iR E

<UserlD>: %5, IE¥E,

<AlreadyEnrolled>: $1Z 2Ly EM AT 7 1 1D ££ 155Kk .
<Result>: OK/NoFace/FaceAlreadyEnrolled/Fail
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"logImage":"base 64", NoFace: TG IFHHRBINK:, =i ARt .
"userID":"440102199901013214", NoldCard: 7% B HL 2 & HE(E B

"name":"jK=",

"gender":"H",

"nation":"¥",

"birthday":"1999-01-01",

"address" : "xx %\ XX ﬂ:T xx X xx ﬁ'i‘:rl'ﬁ XX 1% XX = ,
"authority":"xx Wxx X xx /",
"validDate":"2010.01.01-2020.01.01",
"photo":"Data",

"photoUrl":" ",

"fingersData":'"Data"

Change Log
Date Description

20200421 1. fZj/SetPassiDcardNo)] [ GetPassiDcardNo) ¥4/ Z=& type]
2. 1] PINGPONG /) BEFES

20200410 3. 2 [GetDeviceSetting] [SetDeviceSetting] FfZ<picComperssionClose><pingPong>

20191210 4. SetUserData/GetUserData/GetUserAllinfo 5 i1 —1>Fé<UseUserAccess>,Yes HIRT I 1IN 722 R BRI HAY,

20191210 5. BEINZE44%F action_ext FME P] N A AT HOULIH

20191207 6. AN UL E L.

20191203 7. 345N CheckPhoto #2171,  FH kAl #8 Fr 09 A\ Joti & o

20191105 8. 1hn ReceiveDepartmentCount e, AR RS AR HEEAL AR A B 0] 48 7 A N2
9. IBIIERIEKRAIANE, REBEIFIZEE

20190929 10. 122 [GetUserData] [SetUserData] [GetUerAllinfo] 59/ 724 5R & = Il
11. £ [GetVoice] [SetVoice] [y7m<

20190925 12. £ [Timelog]  BNZE 1P ERNTE.
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2019/07/18 Initial |
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